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Aggregation and
Grid Security
Workshop

GOAL:

Address the critical cybersecurity
challenges of the future electric
grid and foster shared
cybersecurity responsibility
among all distributed energy
resource (DER) and virtual power
plant (VPP) stakeholders.

Hosted by the U.S. Department of

Energy’s Solar Energy Technologies
Office and NREL

The Aggregation and Grid Security Workshop—held on June 17-18, 2025, at the
National Renewable Energy Laboratory (NREL) in Golden, Colorado—brought together

approximately 40 external stakeholders from the energy sector, including VPP
owner/operators, aggregators, original equipment manufacturers, utilities, testing and
certification labs, trade associations, and cybersecurity vendors. The workshop
focused on addressing cybersecurity challenges and enhancing grid resilience for
aggregated DERs and VPPs.

The workshop was catalyzed by recognition that traditional, rearward-looking
regulatory frameworks are insufficient to keep pace with technological change. There
is a "missing understanding" of risk, an "absent security basis" for managing it, and an
"untenable responsibility" due to unclear ownership and requirements. The workshop
aimed to shift the mindset from reacting to past crises to proactively preparing for
emerging threats, fostering forward resilience through risk simulation and
collaborative action.

To see all workshop sessions, please visit NREL's Research Hub.



https://research-hub.nrel.gov/en/publications/?search=Aggregation+and+Grid+Security+Workshop&originalSearch=Aggregation+and+Grid+Security+Workshop&pageSize=50&ordering=rating&descending=true&showAdvanced=false&allConcepts=true&inferConcepts=true&searchBy=RelatedConcepts
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Figure Credit: U.S. Department of Energy, "Pathways to Commercial
Liftoff: Virtual Power Plants," Washington, DC, USA, 2023. [Online]

A Virtual Power Plant (VPP) is a system that integrates multiple,
Virtual Power Plants distributed energy resources (DERs) to provide grid power and

services.
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VPP Cybersecurity
Grand Challenges

» Lack of standardized
cybersecurity architecture

» Distributed nature and
ownership complexities

»Scale and diversity of devices

» Interoperability and secure
communication

» Customer privacy and data
confidentiality
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Note: This overview is descriptive and illustrative, not intended to be a comprehensive
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VPP Stakeholders
Complexities

* Diverse assets and systems
with different ownerships

e Overlapping VPP roles and

functions Customer/Asset VPP Aggregator
Owner
 Complex interdependencies I
: ' T i@ Cloud
* Diverse cybersecurity |G ﬂ» — Service
. R i = Provider
maturity levels
¢ . Vendor
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VPP Cybersecurity
Categories




Challenge of VPP Cyber
Roles & Responsibility

Who is responsible for what
cybersecurity requirement?

Are there overlapping
requirements?

How do stakeholder roles
define their cybersecurity
responsibility?

How do we manage cyber
risk at system scales?

Customer

Aggregator

Utility

Vendor

Regulatory
Compliance

Network
Segmentation

Secure Protocols

Network Access
Control

Network Intrusion
Detection and
Prevention

Continuous
Monitoring

Asset
Management

User
Authentication
and Authorization

User Privilege
Access
Management

Device and Data
Security

NREL | 7



Key Considerations
for Cyber Roles &
Responsibility

Purpose-driven Framework:

* Provide a structured lens to 2
determine which VPP stakeholders Key
should own or share responsibility Considerations
for different cybersecurity domains. for Assigning

Cybersecurity
System-level Basis:

* Identified through a system-level
risk-based analysis of VPP 3
architectures.

Stakeholder-informed Logic:

* Reflects practical alignment with
how stakeholders interact with and
influence VPP components across
the lifecycle. NREL | 8




Key Questions

* Who each
segment of the VPP system (e.g.,
DERs, aggregators, communication
infrastructure)?

Key 2

Considerations

for Assigning

Which stakeholders are

for the deployment, Cybersecurity

maintenance, and performance of , Roles in VPPs 8
specific VPP components? 3

* Which parts of the VPP system fall
under the
(e.g.,
utilities vs. aggregators vs. third-
party vendors)?
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Key Questions

* Which stakeholders
upon
operational control signals and
telemetry?

How do data and control
commands flow across the VPP
system and

inspect,
modify, or secure data or control
flows at various points in the VPP
architecture?

Key
Considerations
for Assigning
Cybersecurity
Roles in VPPs
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Key Questions

* Which stakeholders within the VPP
ecosystem are subject to

cybersecurity-related regulations

such as NERC CIP, FERC Orders?
6 Key
Which data types handled by VPP Considerations
components (e.g., Pll, market

data) trigger specific compliance

obligations, and who manages
them? 5

for Assigning
Cybersecurity
Roles in VPPs

How are roles and responsibilities

distributed based on the

jurisdictional boundaries of 4

different regulatory entities (e.g.,

U.S. state laws, energy market

rules)? NREL | 11




Key Questions

* Which parts of the VPP system
(e.g., DER gateways, cloud APIs)
represent the highest
cybersecurity risk or attack
surface? 6 Key

Considerations

for Assigning

Cybersecurity

Roles in VPPs

Which stakeholders would face

significant operational, financial,

or reputational impacts in the

event of a cyber compromise? 5

Regulatory Scope

Who is responsible for securing

the most externally exposed or

interdependent VPP components 4
(e.g., APls, third-party

communication)?

NREL | 12




Key Questions

* Which stakeholders have the

to implement
cybersecurity controls?

6 Key
Considerations
for Assigning
Cybersecurity
. Rolesin VPPs

* Who

to detect, respond to,
and mitigate threats?

Regulatory Scope

* Which parts of the VPP system are H
managed by

Risk Exposure

and may require
delegation or oversight
mechanisms?
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Key Questions

* Which
in the VPP
(e.g., DER onboarding, firmware
updates)?

Key
Considerations
for Assigning
Cybersecurity
Roles in VPPs

Risk Exposure

of
the VPP system lifecycle (design,
development, deployment,
operation, retirement), and

Regulatory Scope

throughout?

that
evaluate the cybersecurity impacts
of introducing or modifying VPP
components?
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Considerations Driving
the Cyber Requirements

Purposeful Mapping:
* Aligns cybersecurity categories with

system-level considerations to guide
responsibility assignment.

Role Clarity:

* Supports clear delineation of roles
across stakeholders based on
architectural and operational realities.

Decision Support Tool:

* Helps prioritize attention and resources
by connecting technical domains with
organizational roles.

Primary vs. Supporting Considerations:

* Distinguishes between the main driver
and secondary factors influencing
responsibility for each category.

Fusrfttii:“ 2 Data & Regulatory Risk Author!t_y & Lifecycle |Governance
G Control Flow Scope Exposure Capability |Involvement| & Trust
Regulatory and Compliance v V4 | V4 V4 V4 /|
Network Segmentation /| | v /] = v v
Secure Protocols v = v 4 /] v 4 e
Network Access Control = = v 4 /| v 4 v
Network IDS/IPS v v v ] v v v
Continuous Monitoring v | v = ] /] v
Asset Management (V4 v /] v /|
User Authentication /] v /| V| v
;sger:l I:rivilege & Access % v V] (] "
Device & Data Security = v /] /| v
Privacy & Confidentiality v | | = v v /|
Cyber Incident Response /| | | = /| /] /|
Supply Chain & Third Party = = = = /| /| /|
Change Management = v v /] /| /| /|
[ Primary Driver «” Important Consideration NREL | 15




VPP Cyber Roles &
Responsibility: Example

Clarifies Accountability:

* Maps help define who is responsible for
what, reducing gaps and overlaps in VPP
cybersecurity governance.

Enables Coordinated Defense:

* Assigning roles ensures stakeholders can
collectively manage risks across technical,
organizational, and regulatory domains.

Informed by Key Considerations:

* Mapping is derived from a structured
analysis of system function, data/control
flows, compliance scope, and authority.

Guides Implementation:

* Provides a practical reference for aligning
cybersecurity controls with real-world
stakeholder roles and capabilities.

Utility / DSO

VPP Aggregator

DER/Asset Owner

Cloud Provider

Third-Party Vendors

Regulatory and

v (NERC CIP, FERC)

Vv (ISO/RTO rules,

v (consumer laws,

v (data residency,

v (contracts, SLAs)

Compliance GDPR) privacy) GDPR)
Network v (VPP ops
Segmentation i erinibetisn) segmentation) e 2 2
v (VPP . .
Secure Protocols v (control centers) L X or optional v (cloud interfaces) |+
communications)
Network Access v v X v v
Control
Network IDS/IPS v v X v v
Cont!nu?us v v X or optional v v
Monitoring
V (platform- X unless enterprise . .
Asset Management |+ (owned assets) fiEreE) DERs X ' (if supplied assets)
User Authentication |v v o bl el v v
portals)
il v (internal IT/OT) |V X v v
Management
Dewcfe & Data v v v (device hardening) |V v
Security
Privacy & v (consent, data
Confidentiality v (meter data) v (user enrollment) Jerid) v v
. ) s . X unless part of
Incident Response |+ (grid reliability) V (aggregation layer) v (SLA) v
response
Supply Chain & Third v v Y v v
Party
Change v (grid v (VPP logic and v (new DER v (API, service v
Management infrastructure) control) onboarding) updates)

v Primary Responsibility

X Secondary Responsibility
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VPP Cybersecurity: A
Shared Responsibility

This is the Starting Point:

* Initiates a conversation on
cybersecurity roles in VPPs — not
the final word. Key _
Cross-Sector Collaboration is Critical: Considerations
» Defining roles and responsibilities for Assigning
requires input from every Cybersecu rity

sl Eliler = . RolesinVPPs A
Refine Through Practice: Regulatory Scope

* Cyber considerations need validation
and refinement through real-world
pilots and deployments.

Align with Standards and Innovation: Risk Exposure
* Industry must work to bridge

evolving cybersecurity best practices
with emerging VPP architectures and
business models.
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