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Cyber-Informed Engineering (CIE) Program activities are sponsored by the U.S. Department of
Energy’s Office of Cybersecurity, Energy Security, and Emergency Response (DOE CESER) and
performed by Idaho National Laboratory and the National Laboratory of the Rockies.

DISCLAIMER

This information was prepared as an account of work sponsored by an
agency of the U.S. Government. Neither the U.S. government nor any
agency thereof, nor any of their employees, makes any warranty,
expressed or implied, or assumes any legal liability or responsibility for the
accuracy, completeness, or usefulness, of any information, apparatus,
product, or process disclosed, or represents that its use would not infringe
privately owned rights. References herein to any specific commercial
product, process, or service by trade name, trademark, manufacturer, or
otherwise, does not necessarily constitute or imply its endorsement,
recommendation, or favoring by the U.S. Government or any agency
thereof. The views and opinions of authors expressed herein do not
necessarily state or reflect those of the U.S. government or any agency
thereof.
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1.

Introduction

Cyber-Informed Engineering (CIE) is an emerging methodology focused on identifying and
reducing high-consequence events that may affect physical critical infrastructure systems as a
result of their dependence on digital technology. CIE, developed by National Laboratories and
promoted by the Department of Energy (DOE), incorporates consequence-focused planning into
the design and engineering process from the earliest stages of a project. This guide provides a
concise overview of CIE and offers practical insight into how Standards Development
Organizations (SDOs) can interpret the 12 principles of CIE and apply those concepts in
implementation of and updates to various standards. It is important to remember that CIE
extends beyond a compliance checklist, emphasizing a broader approach. CIE encourages an
interpretive mindset—a “turning of ‘what if’ to ‘even if’” approach that anticipates and engineers
out high-consequence events. The authors encourage SDOs to establish and promote CIE
principles as enhancements for more resilient-by-design outcomes across critical infrastructure
energy sectors.

The 12 core principles of CIE. as shown in Table 1, outline specific behaviors and actions that
SDOs and engineers may adopt to enhance system resilience. This adoption guide applies these
principles in a manner intended to be relevant across various technologies and threat
landscapes. We welcome institutions and vendors to identify new or different framework
alignments and mappings as we collectively work towards a safer and more reliable digital
landscape.

Table 1. CIE principles and key questions associate with each principle.

#

11

PRINCIPLE

Consequence-Focused
Design

Engineered Controls

Secure Information
Architecture

Design Simplification
Layered Defenses
Active Defense
Interdependency
Evaluation

Digital Asset Awareness

Cyber-Secure Supply
Chain Controls

Planned Resilience
Engineering Information
Control

KEY QUESTION

How do | understand what critical functions my system must
ensure and the undesired consequences?

How do | select and implement controls to reduce avenues for
attack or the damage that could result?

How do | prevent undesired manipulation of important data?

How do | determine what features of my system are not
absolutely necessary to achieve the critical functions?

How do | create the best compilation of system defenses?

How do | proactively prepare to defend my system from any
threat?

How do | understand where my system can impact others or be
impacted by others?

How do | understand where digital assets are used, what
functions they are capable of, and our assumptions about how
they work?

How do | ensure my providers deliver the security the system
needs?

How do | turn “what ifs” into “even ifs”?

How do | manage knowledge about my system? How do | keep it
out of the wrong hands?
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# PRINCIPLE KEY QUESTION
How do | ensure that everyone’s behavior and decisions align with

Organizational Culture .
our security goals?

12

1.1. Audience

SDOs play a key role in establishing and promoting technical standards across multiple
industries. These organizations, which are often non-governmental, aim to support compatibility,
interoperability, and safety in products, services, and systems. These standards serve as
guidelines and provide specifications for ensuring quality, safety, and efficiency in a wide range
of products, services, and systems. SDOs not only develop these standards but also play a vital
role in ensuring their usefulness by revising, amending, and interpreting them as technology and
industry practices evolve.

The primary functions of SDOs include:

¢ Developing standards: This involves identifying needs, conducting research, and
drafting standards documents through a consensus-based process.

o Coordinating standards: SDOs work to harmonize standards across different industries
and regions to avoid conflicts and promote interoperability, which is essential for
ensuring compatibility between products from different organizations and fostering
collaboration in complex supply chains.’

e Promulgating standards: SDOs publish and disseminate standards to ensure they are
widely available and adopted.

¢ Revising standards: As technology and industry practices evolve, SDOs regularly
review and update standards to maintain their relevance.

¢ Interpreting standards: SDOs provide guidance and clarification on the interpretation
and application of standards.

e Education: This involves delivering training and publishing guidance documentation to
support practitioners in their understanding and implementation of standards.

Standardization efforts can contribute to improvements in the quality of life for individuals and
communities by enabling efficiency, resilience, and safety. Furthermore, standardization enables
competition by facilitating interoperability between products from different vendors, giving
consumers greater choice and driving innovation.?

It's important to note that while many standards are voluntary, governments can sometimes
impose them, making them compulsory.?

A prime example of the impact of SDOs in the power industry is the development of grid
interconnection standards. Organizations like the Institute of Electrical and Electronics Engineers

' “ISO Standards - the Ultimate FAQ Guide,” n.d., https://amtivo.com/ie/resources/insights/iso-standards-
ultimate-fag-guide/.

2 Mirko Boehm and Davis Eisape, “Standard Setting Organizations and Open-Source Communities:
Partners or Competitors,” First Monday, June 27, 2021,
https://firstmonday.org/ojs/index.php/fm/article/view/10806/10183.

3 Jose Triana, “What Is a Standards Association,” October 30, 2022, https://sidecar.ai/blog/intro-to-
associations/what-is-a-standards-association.
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(IEEE) have created standards such as IEEE 1547, which governs the interconnection and
interoperability of Distributed Energy Resources (DERs) with power systems. This standard has
been critical in ensuring the safe and efficient integration of energy sources like solar and wind
into the grid, and in addressing challenges such as voltage regulation, frequency stability, and
system reliability. The widespread adoption of such standards has facilitated a more
decentralized and resilient energy system, enabling utilities worldwide to manage increasing
levels of distributed energy while maintaining grid stability.

1.2. Key takeaways for SDOs:

e CIE emphasizes interpretation; following CIE principles differs from meeting compliance
requirements.

e CIE’s Consequence-Focused Design principle prioritizes the prevention of high-
consequence outcomes from potential cybersecurity incidents through engineering.

¢ CIE is adaptable and applicable across various sectors and technologies, encouraging
flexibility and collaboration.

2. What is Cyber-Informed Engineering?

CIE is a philosophy for designing and engineering systems that proactively integrate a
consequence-focused mindset throughout their entire lifecycle, from system conceptualization
and development to operation and eventually replacement. It shifts the focus from reacting to
cyber threats to proactively "engineering out" cyber risks and/or their impacts, beginning at the
initial design phase. This means prioritizing the identification and elimination of high-
consequence events through robust and, preferably, engineered, controls.

CIE is particularly relevant for the protection of critical infrastructure. By anticipating potential
cyberattacks and their worst-case scenarios, CIE-informed system designs aim to withstand or
eliminate those attacks and minimize or remove their impact. This approach identifies and
emphasizes reducing reliance on digital controls that can be more easily bypassed or
compromised. Instead, CIE helps with identifying how to incorporate engineering practices to
build resilience into the very foundation of a system.

CIE shifts the focus from reactive digital security controls to proactive engineered mitigations
and risk elimination during a system’s design phase. It augments "secure-by-design" concepts
by considering the engineering of cyber-physical systems and prioritizing defense against the
worst possible consequences of cyberattacks.* Instead of solely relying on adding cybersecurity
digital controls after a system is complete, adding CIE encourages engineers to leverage design
choices of engineering controls to eliminate or mitigate avenues for cyberattacks from the
earliest stages of planning and design.®

4 “Cyber-Informed Engineering - Department of Energy” (US Department of Energy, n.d.),
https://www.energy.gov/ceser/cyber-informed-engineering.

5 “Cyber-Informed Engineering Implementation Guide” (US Department of Energy, August 7, 2023),
https://inldigitallibrary.inl.gov/sites/sti/sti/Sort_67122.pdf.
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2.1. Sponsorship, Resources, and Community of Practice

Cyber-Informed Engineering (CIE) Program activities are sponsored by the U.S. Department of
Energy’s Office of Cybersecurity, Energy Security, and Emergency Response (DOE CESER) and
performed by Idaho National Laboratory and the National Laboratory of the Rockies.

A foundational resource of the CIE Program is the Cyber-Informed Engineering Implementation
Guide,® which covers the 12 CIE principles identified in Table 1 with explanations of how those
principles apply to seven phases of the system engineering lifecycle. Other resources, including
those relevant to the work of SDOs, can be found at CIE Knowledge Hub, http://inl.gov/cie-
knowledge-hub/.

The CIE Program facilitates a CIE Community of Practice (COP) to aid the transition of CIE into
technical requirements that can inform guidance, practices, and standards development. The
COP is a multi-stakeholder team that includes representatives from industry, academia, national
laboratories, vendors, and those active in standards work. SDOs are encouraged to join
quarterly COP meetings or monthly meetings of the COP’s three working groups focused on
standards, education, and implementation. For more information, visit http://inl.gov/cie-
knowledge-hub/ or email CIE@inl.gov.

3. Benefits of Cyber-Informed Engineering

The CIE methodology adopts a proactive and comprehensive strategy for cybersecurity by
prioritizing the design of inherently secure systems rather than relying solely on reactive
measures such as patching. By integrating CIE principles throughout a system lifecycle,
organizations can use CIE to see past vulnerabilities, anticipate and mitigate high-consequence
events, and ultimately create more resilient infrastructure that can withstand an evolving cyber
threat landscape.”

CIE extends cybersecurity considerations into the engineering domain, encouraging engineers
to use their expertise to improve cybersecurity outcomes without requiring them to become
cybersecurity specialists. CIE systematically analyzes the potential engineering impacts that a
cyber attacker could cause, as well as the attack vectors they might exploit. This approach
guides engineers to implement design changes and technical controls that can provide
deterministic mitigations, thereby limiting or eliminating those attack vectors and their associated
consequences.?

Using the CIE principle of Engineered Controls helps minimize or prevent the consequences of
an event, such that the resulting system is not impacted by changes in the evolving threat
landscape. This provides tangible benefits such as supporting system longevity where they are

6 Cyber-Informed Engineering Implementation Guide” (US Department of Energy, August 7, 2023),
https://inldigitallibrary.inl.gov/sites/sti/sti/Sort_67122.pdf.

7 “Cyber-Informed Engineering - Department of Energy.”

8 “Cyber-Informed Engineering Implementation Guide.”
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expected to operate for many decades, where patches may not be able to be applied, or system
vendor support is removed.

CIE broadens “secure-by-design" concepts to encompass the engineering of cyber-physical
systems, in addition to secure software development practices and network architectures.
Secure-by-design strategies encourage software developers to prioritize eliminating
architectural design flaws that can lead to vulnerabilities, rather than primarily focusing on
detecting and patching those vulnerabilities after they appear. CIE further extends this concept
beyond software architecture design, introducing cybersecurity considerations that control
system engineers can address as soon as the potential consequences of a system are
understood, long before decisions are made about hardware selection or the incorporation of
software and security controls.

Historically, engineering teams have often neglected cybersecurity considerations during early
design phases. These oversights frequently result in persistent vulnerabilities that become
prohibitively expensive or technically infeasible to address later, forcing security teams into
perpetual risk management cycles. SDOs play a pivotal role here: by embedding CIE principles
into system lifecycle frameworks at the outset—and codifying them through standards—
designers can preempt risks using physical and mechanical safeguards rather than relying solely
on reactive digital controls.

Figure 1 illustrates the comprehensive framework of cybersecurity controls across both IT and
OT environments, distinguishing between logical and physical control domains. On the left side,
Information Assurance focuses on confidentiality, integrity, and availability of data, primarily
concerning corporate networks and logical data controls. On the right side, Function Assurance
addresses the Safety, Reliability, and Performance (SRP) triad, concentrating on physical
processes within operational technology environments such as industrial control systems, RTUs,
relays, and meters.
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Figure 1. The SRP Triad (Safety, Reliability, Productivity): Securing Physical Processes in Industrial Control Systems. This is
where safety reliability and production converge.
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CIE significantly benefits the SRP triad as shown in Figure 1, by integrating CIE considerations
throughout the engineering lifecycle of operational technology systems. By recognizing potential
cyber vulnerabilities in physical processes and implementing appropriate safeguards at the
design stage, CIE enhances safety, preventing cyber-attacks that could compromise physical
operations. It improves reliability by ensuring systems can withstand cyber threats without
disruption to critical functions. Additionally, CIE contributes to performance by enabling secure
automation and optimization of operational processes while maintaining strict boundaries
between corporate networks and critical infrastructure control systems. This holistic approach
ensures that cybersecurity becomes an inherent aspect of engineering design rather than an
afterthought, strengthening the overall resilience of industrial control systems.

For example, consider a remote pumping station controlled via outsourced cloud-based systems
and timer relays. In several real-world incidents, attackers have exploited remote access
vulnerabilities to manipulate pump operations, causing equipment burnout or unauthorized
changes to flow rates and chemical dosing.® In one case, weak remote access controls allowed
adversaries to repeatedly switch a pump on and off, resulting in physical damage to the
equipment.’® These incidents highlight how early integration of CIE, such as designing physical
fail-safes, isolating critical control networks, alternative or manual operation modes, ensuring
outsourced operations alert operators of digital sabotage, implementing multiple layers of
defense independent from each other, and designing physical fail-safes prevent digital and
physical compromise.

® Amin Hassanzadeh et al., “A Review of Cybersecurity Incidents in the Water Sector,” Journal of
Environmental Engineering, 2020, 15, https://arxiv.org/pdf/2001.11144.
0 Hassanzadeh et al.
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3.1.

Key Benefits of the CIE Methodology for SDOs

Enhanced Safety: CIE can help engineers safeguard the public by guiding system
lifecycle design to address and mitigate high-consequence events related to digital
technologies, thereby reducing the risk of severe safety incidents. This aligns with the
professional engineers’ standard of care, which emphasizes protecting the public's
health, safety, and welfare. The Organizational Culture principle promotes a Safety 2.0"
culture that proactively identifies and mitigates potential hazards, creating a more
resilient and secure environment for everyone.'

Improved Reliability: CIE can help engineers safeguard system reliability, especially for
critical infrastructure, by addressing risks associated with cyber-induced failures. It
incorporates engineered controls, such as mechanical safeguards, network engineering
and fail-safe mechanisms, to maintain operational reliability even during cyberattacks.
This ensures critical systems remain functional under adverse conditions.

Consistent Performance: By reducing downtime and disruptions from cyber incidents,
CIE can support consistent system performance.

Increased Resilience: Through consequence-focused design and the implementation
of engineered controls, CIE ensures that critical functions can continue or quickly
resume even in the face of advanced cyber threats, minimizing operational disruptions
and supporting mission continuity. CIE principles can also increase organizational
resilience by embedding cybersecurity principles into the engineering lifecycle, enabling
systems to withstand and recover from cyber-induced failures. ™

Enhanced Equipment Protection: CIE can help engineers safeguard long lead-time or
otherwise difficult to replace equipment and thus prevent long-term outages due to
serious physical equipment damage or “bricking” of critical automation equipment that
would render large sets of automation equipment permanently unusable. This also aligns
with the professional engineers’ standard of care, which emphasizes protecting
automation systems essential to the public’s health, safety and welfare, as well as the
nation’s military, tactical and strategic readiness.

Reduced Costs: Addressing cybersecurity risks early in the system lifecycle is generally
more cost-effective than implementing security measures after deployment. CIE’s focus
on consequence-driven design reduces redesign costs while enhancing efficiency.

" Erik Hollanagel, Robert Wears, and Jeffrey Braithwaite, “From Safety-I to Safety-Il: A White Paper”
(University of Southern Denmark, University of Florida, USA, and Macquarie University, Australia, 2015),
43, https://www.england.nhs.uk/signuptosafety/wp-content/uploads/sites/16/2015/10/safety-1-safety-2-
whte-papr.pdf.

2 Hollanagel, Wears, and Braithwaite.

3 Shannon Leigh Eggers et al., “Cyber-Informed Engineering Case Study of an Integrated Hydrogen
Generation Plant” (Idaho National Laboratory, June 2021),
https://inldigitallibrary.inl.gov/sites/sti/sti/Sort_46017.pdf.

14 “Cyber-Informed Engineering (CIE) - Idaho National Laboratory” (Idaho National Laboratory, n.d.),
https://inl.gov/national-security/cie/.
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o Standardized Security Practices: Incorporating CIE into standards can encourage the
adoption of consistent and effective security practices across digital and engineering
disciplines. While this integration will happen gradually as CIE principles are phased in
and find their way into established practices, the impact on standardization will be
significant. Over time, CIE will help harmonize security approaches across various
sectors, leading to a more robust and unified cybersecurity landscape.

o Improved Risk Management: CIE involves engineers in risk management processes to
systematically address credible threats of high-consequence events resulting from cyber
incidents. By adopting consequence-based risk management principles, organizations
can confidently implement innovations while minimizing risks.

o Enhanced Workforce Capabilities: CIE encourages cybersecurity awareness and
knowledge among engineers, potentially contributing to a more skilled workforce. By
empowering engineers with cybersecurity knowledge, CIE not only helps address the
cybersecurity workforce shortage but also fosters a Safety 2.0 culture where everyone
plays a role in ensuring safety and security. This approach emphasizes shared
responsibility and collaboration, recognizing that cybersecurity is not just the domain of
specialized experts but an integral part of every engineer's skillset.

o Engineering Philosophy: CIE represents an enhanced philosophy moving from reactive
cybersecurity measures to proactive integration of engineering considerations in the
earliest phases of the system lifecycle (i.e., requirements phase, concept phase, etc.).

o Collaboration with Cybersecurity Experts: CIE provides a positive foundation between
engineers and IT/OT cybersecurity experts, identifying high-consequence events and the
limitations of cyber-only protections, allowing engineers to provide valuable insights into
potential failure modes and advise on appropriate security measures. '®

4. Key Standards Functions & Digital Technology

Standards play several important roles in the digital world, such as ensuring safety and reliability,
supporting knowledge and technology transfer, promoting quality and efficiency, aiding
regulatory compliance, and facilitating market access. However, the rapid advancement of digital
technologies introduces new risks associated with each of these functions, such as
cybersecurity threats, regulatory complexity, and interoperability challenges. The CIE approach
provides a perspective for addressing these risks by focusing on identifying and reducing
credible high-consequence events related to digital technology dependencies in critical
infrastructure. CIE integrates consequence-focused planning into design and engineering of
systems from the onset of a project.'® This proactive stance on security can significantly inform

'8 Virginia Wright and Benjamin Lampe, “Cyber-Informed Engineering Workbook” (Idaho National
Laboratory, n.d.), https://inldigitallibrary.inl.gov/sites/sti/sti/Sort_109836.pdf.

16 “National Cyber-Informed Engineering Strategy” (US Department of Energy, June 2022),
https://www.energy.gov/sites/default/files/2022-06/FINAL%20DOE%20National%20CIE%20Strategy%20-
%20June%202022_0.pdf.
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standards development, ensuring that emerging standards are better equipped to mitigate the
unique risks posed by digital technologies across various sectors.

4.1. Safety and Reliability Assurance

Standards help organizations demonstrate safety and reliability by specifying minimum
requirements and quality benchmarks. These standards are essential for ensuring that products
and services are safe for both consumers and businesses and remain safe for product and
service lifetimes that are well-understood by consumers. However, digital technologies incur
unique safety and reliability risks that must be addressed in standards.

One significant risk is the rapid evolution of cyber threats, which often outpaces the
development of defensive measures, leaving systems vulnerable to attacks. Increasingly, modern
products and services involve cyber automation. A modern automobile, for example, includes
200-300 CPUs and tiny circuit boards. Every one of these cyber assets is a target. As we
instrument and automate everything from power plants to consumer goods, we steadily deploy
more and more targets for cyber-attacks. In addition, most modern automation is connected, and
every information flow can communicate cyber-attacks. As we increasingly connect with
automation we steadily increase the opportunity for cyber-sabotage attack information to reach
our ever-increasing number of targets. Neither of these trends is likely to reverse any time soon.
Standards for safety and reliability must require developers, manufacturers, systems integrators
and others to plan for how products, services and systems will assure public safety and national
critical infrastructures for the expected life of these systems, most often with a significant margin
for error.

A key concern in safety and reliability assurance is the potential for traditional software issues-
such as common mode failures, vulnerabilities, or inadequate patching, to compromise the
integrity of safety systems. Professionals involved in developing or implementing digital
technologies must recognize that these systems can introduce physical or human safety risks,
especially when such risks are not immediately obvious. For example, unaddressed software
vulnerabilities or improper updates can undermine the validity of a safety case and lead to
significant errors.

When standards organizations apply CIE consequence-focused design, they encourage
engineers to integrate engineered security controls and countermeasures into critical system
functions, rather than adding them after the fact.'” Engineered controls are intended to eliminate
or reduce credible threats of unacceptable consequences. These may include various controls
in performance thresholds (e.g., efficiency, mean time to repair, and capacity), safety thresholds
(e.g., safe operating limits, mechanical safeguards, etc.) and reliability thresholds (e.g., mean
time between failure, failure rate, etc.). CIE consequence-focused design would identify where a
failure mode exists in the system that could lead to safety or reliability issues. Engineered
controls would be required to ensure continuity of operations. They may include alternative
systems, safety systems, protection systems, deterministic controls over the flow of (attack)

7 “Cyber-Informed Engineering Research and Development Guide” (US Department of Energy,
September 2024), https://www.nrel.gov/docs/fy240sti/90302.pdf.
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information, non-digital or non-network manual controls, fail-safe modes, or some other
engineered workarounds.

The increasing complexity of digital systems and the growing risks associated with security
incidents underscore the importance of robust standards. These standards must not only
prioritize digital transparency, security, adaptability, and alignment, but also prioritize ensuring
that engineers design systems that effectively support and advance organizational missions and
objectives. When SDOs play a critical role in fostering trust and promoting the benefits and
responsible adoption of complex digital technologies by leveraging CIE to ensure engineered
thresholds are set against cyber-physical failures.

The practical impact of CIE is evident in real-world applications. For instance, in water
infrastructure, redesigning valve control systems to prevent failures caused by cyber
manipulations has led to updated standards for hydraulic safety.® In the energy sector, the Idaho
National Laboratory’s application of CIE to battery energy storage systems is influencing IEEE
and NIST standards for grid resilience. Physical safety controls, as emphasized in standards like
ANSI/ASSP 7590.3, also integrate CIE methodologies to bolster safety in engineering systems.™

To illustrate a standard that inherently considers CIE philosophies, consider the design of a
manufacturing system aimed at worker safety, such as a robotic assembly line. Integrating
ANSI/ASSP 7590.3 and CIE principles into its design ensures that system boundaries and
critical functions are clearly defined, operational requirements like machine guarding are
identified, and unacceptable consequences such as chemical exposure or digital system failures
are addressed early in the process.?° The standard guides organizations to outline safety
requirements and controls throughout the lifecycle, from initial design inputs to final outputs, and
encourages multidisciplinary safety review meetings. Risk assessment methods, such as
preliminary hazard analysis and FMEA, are used to identify and prioritize hazards, while the
hierarchy of controls?' is enhanced by considering unacceptable digital failures, prompting
teams to evaluate alternatives like automating manual processes to eliminate risks.?? Lifecycle
integration is further ensured through requirements for preoperational, operational, and post-
operational safeguards, aligning with the consequence-focused design philosophy. For example,
in a robotic assembly line, the critical function is to ensure that robotic arms operate without
endangering nearby workers. To prevent undesired consequences like worker injury from

18 “S4x25: Integrating Cyber Informed Engineering in Water Sector,” February 11, 2025,
https://industrialcyber.co/cyber-informed-engineering/s4x25-integrating-cyber-informed-engineering-in-
water-sector/.

'® Anna Ribeiro, “CIE and CCE Methodologies Can Deliver Engineered Industrial Systems for Holistic
System Cybersecurity,” Industrial Cyber, June 11, 2023, https://industrialcyber.co/features/cie-and-cce-
methodologies-can-deliver-engineered-industrial-systems-for-holistic-system-cybersecurity/.

20 “ANSI/ASSP Z590.3-2021 Prevention through Design Guidelines for Addressing Occupational Hazards
and Risks in Design and Redesign Processes” (ASSP, August 5, 2021), https://www.assp.org/docs/default-
source/standards-documents/preview/ansi_assp_z590_3_2021_wms_preview.pdf?sfvrsn=dfb6946_2.

21 Gavin Halse, “Understanding the Hierarchy of Control: A Practical Guide for High-Risk Work,” March 27,
2025.

22 Shamika Pujari, “Characterizing an Automation Level-Based Safety Assessment Tool to Improve Fluency
in Safe Human Cobot Interaction” (lowa State University, 2020),
https://www.imse.iastate.edu/files/2021/11/PujariShamika-CC.pdf.
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unexpected motion, Z590.3 prescribes installing physical barriers and motion sensors,
conducting FMEA to anticipate control system malfunctions, and training operators in
lockout/tagout procedures.? By embedding CIE’s consequence-focused design within this
framework, organizations are better equipped to identify and address unacceptable risks—such
as the misuse or compromise of digital technology—early in the design process, ultimately
enhancing safety and reliability in increasingly complex technological environments.*

4.2. Knowledge Transfer

Standards and their creators facilitate the dissemination of knowledge and technology
throughout the economy. The inclusion of CIE’s principles in the standards will facilitate the
dissemination of CIE knowledge and its impact on safety. When people come together to make
standards, they bring ideas from all over, including the latest research and insight on best
practices in different industries. They discuss these ideas and agree on the most important ones.
Then, they turn these complex ideas into clear, easy-to-understand guidelines. These guidelines
help businesses and other organizations in two main ways: they show how to make day-to-day
operations better, and they guide the creation of better products to sell to customers. This
process helps spread good ideas and new technologies throughout society, ensuring that best
practices don't just stay with a few experts, but are used widely to benefit everyone.?

The CIE principle of Engineering Information Control emphasizes the importance of managing
and safeguarding critical system knowledge throughout the engineering lifecycle. This principle
recognizes that sensitive design information, operational details, and system architectures can
be exploited by adversaries if improperly disclosed or inadequately protected. Effective
Engineering Information Control involves classifying and restricting access to sensitive
engineering documents, employing secure communication channels for knowledge transfer, and
ensuring that only authorized personnel can access system-critical information. By embedding
these controls into standards, organizations can reduce the risk of inadvertent knowledge leaks
or targeted attacks that exploit privileged information. This approach not only protects
intellectual property but also enhances the overall resilience and security posture of critical
infrastructure systems by ensuring that the dissemination of engineering knowledge is both
purposeful and secure.

Standards that facilitate knowledge and technology transfer are increasingly integrating CIE
principles to bolster security and resilience in digital systems. This evolution is fundamentally
changing how standards address risk mitigation and system design, beginning with a strong
emphasis on engineered controls and the hierarchy of controls. Rather than relying primarily on
administrative measures, modern standards now prioritize design simplification and the use of
engineered controls—such as manual overrides—to proactively prevent severe outcomes, in

2 “ANSI/ASSP Z590.3-2021 Prevention through Design Guidelines for Addressing Occupational Hazards
and Risks in Design and Redesign Processes.”

24 “National Cyber-Informed Engineering Strategy.”

% “Standards at a Glance,” n.d., https://aistandardshub.org/resource/main-training-page-example/3-the-
functions-and-benefits-of-standards/.
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line with CIE’s consequence-focused design philosophy. This shift ensures that the evaluation of
worst-case attack scenarios is embedded early in the design process, so potential cybersecurity
threats are addressed from the outset rather than as afterthoughts.

CIE principles, notably the principle of Cyber-Secure Supply Chain Controls, can influence the
transformation of how standards manage supply chain security and system interdependencies.
Standards now often require cyber-secure supply chain controls, mandating rigorous vetting of
digital components and suppliers to minimize risks associated with compromised third-party
systems. Furthermore, the CIE Interdependency Evaluation principle is increasingly reflected in
standards, requiring organizations to assess how failures in interconnected systems could
propagate and threaten resilience across critical infrastructure networks. By considering these
interdependencies, standards help organizations construct systems that are robust and capable
of withstanding cascading failures.?

A practical illustration of these principles can be seen in the application of IEC 63452 and CIE to
railway signaling systems.?® Here, standards require a consequence-driven system definition,
where components and operational boundaries are clearly defined, and critical functions—such
as safe train separation via moving block signaling—are identified alongside potential cyber-
physical consequences like collisions from spoofed data or operational delays from manipulated
scheduling. The system’s dependencies are mapped using IEC 63452’s lifecycle framework, and
CIE’s principle of Digital Asset Awareness is applied to catalog all hardware and software
dependencies. Subsystems are classified into security zones according to their criticality, with
tailored protections ensuring that vulnerabilities in less critical zones cannot compromise
essential control servers, nor enable attacks to pivot into essential control servers. Cross-
disciplinary collaboration is mandated, involving operators, vendors, safety teams, and regulators
to align security assumptions and controls with both safety and cybersecurity requirements.

Continuous resilience-focused monitoring is another key requirement, with signaling systems
designed to default to fail-safe states during cyber-physical conflicts. For example, if an
adversary manipulates trackside data to falsify train positions, the system employs hardware-
enforced data signatures, cross-checks positioning data with onboard odometry, and triggers
emergency braking to isolate compromised data. By merging IEC 63452’s railway-specific
controls with CIE principles, signaling systems achieve a convergence of safety and security—
maintaining hardware-enforced safety interlocks and integrating firmware updates and
penetration tests into maintenance cycles for lifecycle resilience. This comprehensive approach
exemplifies how standards, informed by CIE, are evolving to provide robust guidance for
knowledge and technology transfer in an increasingly complex and interconnected digital
environment.?®

2 Sri Etigowni, Richard Macwan, and Justin Welch, “Requirements Framework for Cyber-Informed
Engineering” (National Renewable Energy Laboratory, January 2025),
https://lwww.nrel.gov/docs/fy250sti/90317.pdf.

27 Etigowni, Macwan, and Welch.

28 “Embracing the Future: Unpacking the New IEC 63452 Railway Cybersecurity Standard,” Digital Transit,
April 8, 2024, https://www.digitaltransit.co.uk/archives/3072.

2 Etigowni, Macwan, and Welch, “Requirements Framework for Cyber-Informed Engineering.”
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4.3. Quality and Efficiency

Quality and efficiency are critical to modern operations, but digital technologies introduce
unique risks that can undermine these benefits. The rapid evolution of digital technologies may
outpace the development of standards, creating inefficiencies and hindering progress.*
Additionally, many new technological solutions are proprietary, vendor-specific, and costly, which
can limit adaptability and increase dependency on specific providers. To mitigate these risks,
organizations must ensure that their strategies align with evolving business objectives while
fostering adaptability to keep pace with technological advancements.

CIE principles can enhance standards development by simultaneously improving quality—
through rigorous risk mitigation—and efficiency—by reducing the need for re-design cycles.
These benefits begin at the earliest stages of system development, as CIE and related standards
emphasize consequence-focused design during the conceptual phase. By identifying and
mitigating high-impact cyber risks, such as grid failures or manipulation of industrial controls,
during initial design reviews, organizations can avoid costly and time-consuming redesigns later.
Secure-by-default protocols are mandated, requiring features like fail-safe mechanical controls
and secure data architectures to minimize vulnerabilities and protect system integrity from the
outset.

Efficiency is further boosted as CIE-based standards streamline processes by promoting
minimalistic system architectures. For example, the CIE’s guidelines, when applied to lighting
control systems, would encourage the use of standardized communication protocols, which
reduce the need for complex, proprietary hardware and enable simpler, more interoperable
system designs. The CIE principle of Design Simplification reduces unnecessary complexity and
attack surfaces, making systems both more secure and easier to manage. Collaboration with
vendors is also encouraged, enabling the development of technical mitigation solutions and
design patterns that are adaptable to evolving technologies and future changes. As a result, CIE
ensures that standards are not only high-quality, with deterministic mitigations, but also efficient
through proactive design practices.

A practical example of these principles in action is seen in the integration of IEEE 1547-2025
and CIE principles within distributed energy resource (DER) systems, particularly under cyber-
physical attack scenarios. Consider a situation where an attacker manipulates measurement
data in a solar-plus-storage DER, spoofing voltage and frequency readings to evade IEEE 1547-
2018’s accuracy thresholds and detection mechanisms. Here, quality is maintained by adhering
to IEEE 1547’s stringent accuracy requirements—such as keeping voltage measurements within
1+1% of nominal and frequency within £0.01 Hz—and by ensuring interoperability through
encrypted communications. The CIE principle of Layered Defenses further elevates quality by
prioritizing defense against critical failures, like grid destabilization from false data, and
embedding hardware-enforced safeguards that operate independently of software. The CIE
principle of Active Defense would have taken this a step further by alerting on the indicators,
including the earliest precursors, that a high consequence event is occurring so operators could
respond with temporary operational changes.

30 “Cyber-Informed Engineering Research and Development Guide.”

Page 14 of 19



To ensure efficiency and resilience, “even-if” protections are implemented. Diverse sensors,
such as optical voltage sensors paired with traditional potential transformers, are
cryptographically cross-validated, and discrepancies trigger automatic switching to redundant
measurement pathways. Hardware-enforced thresholds, using field-programmable gate arrays,
maintain voltage accuracy within tighter margins than the baseline, making attacks more
detectable. Physics-based fail-safes, like rate-of-change-of-frequency relays, isolate DERs within
seconds during islanding attempts, unaffected by software compromise.

Supply chain security is addressed through certifications like UL 2941 and trusted firmware
updates, ensuring DER components meet rigorous confidentiality, integrity, and authentication
standards. Ultimately, by merging IEEE 1547’s performance mandates with CIE’s proactive
principles, DERs become cyber-resilient assets that uphold grid stability and operational
efficiency, effectively addressing the challenges posed by evolving threats.

4.4. Regulatory Influence

Standards and SDOs clearly influence regulations to a large degree. The objective of this section
is to further position technical standards as key drivers for regulatory advancement by
systematically integrating CIE principles. By doing so, standards can explicitly guide and
influence cybersecurity regulations through the codification of consequence-driven design, risk
prioritization, and enforceable controls. For example, updating standards such as IEC 62443 and
NIST 800-82 Rev. 3 to require ClE-aligned practices—including Failure Modes and Effects
Analysis (FMEA) tailored to cyber-physical risks—ensures that critical system functions and
worst-case failure modes are systematically identified and addressed during the design phase.

To further strengthen regulatory influence, standards should embed hardware-centric
safeguards, such as tamper-resistant modules and rate-of-change-of-frequency relays, which
provide robust protection beyond software-based solutions. This approach is exemplified by
IEEE 1547-2025’s requirements for cryptographic sensor validation in power grids. Moreover,
standards can enhance supply chain security by mandating protocols for third-party component
vetting and requiring redundant data pathways to mitigate single points of failure. By
transforming CIE principles into auditable, codified requirements, standards organizations create
clear benchmarks that regulators can reference when developing compliance frameworks. This
approach elevates technical standards from advisory documents to enforceable prerequisites,
directly shaping the policies that govern cybersecurity for critical infrastructure.

Regulatory bodies, in turn, would adopt these ClE-aligned standards as enforceable
benchmarks. Agencies like the Federal Energy Regulatory Commission (FERC) might mandate
certifications for energy systems adhering to CIE-enhanced standards like IEC/IEEE 60255-118-
1:2018, which prescribes hardware-enforced data integrity checks for phasor measurement
units. Similarly, the FDA could update medical device regulations to require physics-based fail-
safes (e.g., hardware interlocks in infusion pumps) under IEC 60601, ensuring patient safety
even during cyber incidents. Regulators might also incentivize adoption through streamlined
approvals for compliant systems or grants for retrofitting legacy infrastructure with CIE controls.

For instance, in the case of smart infusion pumps, enhancing IEC 60601 with CIE principles
ensures that patient safety is maintained even during cybersecurity breaches. Dose accuracy is
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preserved under all conditions, including cyberattacks, by combining essential performance
requirements with consequence-driven principles. Hardware interlocks, system dependency
documentation, and physical limits enforced by hardware prevent software compromise from
endangering patients. Redundant monitoring and fail-safe designs ensure that all failure modes
default to a safe state, while local operation and degraded mode requirements guarantee that
critical functions continue even if network connectivity is lost. Comprehensive documentation
supports safe operation during various failure scenarios.

By integrating CIE principles, IEC 60601 evolves from a safety-focused standard to one that
comprehensively addresses the cyber-physical nature of modern medical devices. This unified
approach delivers comprehensive protection, anticipates evolving regulatory requirements, and
provides a robust framework for identifying and mitigating high-consequence events, ultimately
resulting in safer systems and more effective regulations.

4.5. Market Access through Interoperability

Market access broadly refers to the ability of a company or country to enter and effectively
operate within a given market to sell goods and services. This encompasses various factors,
including the removal of trade barriers, favorable regulatory environments, and the practical
ability to connect with customers and integrate into existing market ecosystems.

Interoperability, the ability of diverse systems and devices to work together effectively, plays a
crucial role in facilitating market access in the modern digital landscape. Seamless data
exchange, communication, and functional integration across different platforms and technologies
can significantly enhance a company's ability to offer its products and services to a wider
audience and participate in interconnected markets.

However, the rapid advancement of digital technologies introduces significant risks and
complexity that can undermine the potential of interoperability for market access. The fast-paced
evolution of interoperable technology can inadvertently lead to a larger attack surface of less
secure systems if not properly reviewed. Lack of standardized interfaces can create integration
challenges, hindering seamless communication across platforms and potentially erecting
barriers to market entry rather than fostering innovation and scalability.

Implementing interoperable systems often requires complex integration efforts, particularly
when merging legacy systems with newer technologies. These challenges can lead to
inefficiencies, increased costs, and delays in achieving operational goals, thereby impeding
timely and effective market access. Furthermore, increased interconnection between systems
expands the attack surface for adversaries. Weaknesses in one component can allow threats to
traverse zones, compromising entire networks and potentially disrupting a company's ability to
operate within a market. Without robust security measures, poorly implemented interoperability
may inadvertently expose sensitive data and critical infrastructure to cyberattacks, damaging
trust and hindering market acceptance.

Organizations must carefully weigh the potential market benefits of adopting standardized
approaches to interoperability against the costs and risks of implementation. A unified security
posture and efficient interoperability can significantly enhance an organization’s ability to access
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and thrive in various markets. For instance, standardized data formats and communication
protocols can streamline cross-border transactions and supply chain integration, improving
market reach. Conversely, a fragmented and insecure interoperable environment can create
significant hurdles to market access, increasing operational friction and undermining customer
confidence. Achieving effective market access through interoperability requires significant
investment, strategic planning, and a strong focus on security and standardization.

These risks underscore the importance of developing comprehensive, adaptable standards that
address both technical compatibility and security concerns while fostering global collaboration.
By proactively managing these challenges, organizations can unlock the full potential of
interoperability in the digital age.

CIE principles can be powerfully leveraged in standards that support market access by
promoting secure interoperability. By embedding the CIE principle of Digital Asset Awareness
into standards, organizations are prompted to identify and manage digital risks that arise when
systems use digital technology to interoperate. This foundational step enables the application of
new engineering methods that address these emerging digital risks. Furthermore, standards can
require the implementation of engineered controls—such as automated isolation devices—to
contain interoperability failures. This aligns with CIE’s focus on reducing attack surfaces, which
can be expanded by interoperability, and ensures that engineered controls or fail-safe
mechanisms are in place to mitigate successful attacks.

A consequence-focused design approach is also essential for standards supporting
interoperability. By mandating the evaluation of worst-case scenarios during the design phase,
standards help organizations identify high-consequence events that could arise from
interconnected systems. This enables the establishment of resilience thresholds, ensuring that
interoperable solutions are robust and truly fit for market access. Additionally, the CIE principle
of Cyber-Secure Supply Chain can be applied to ensure required vetting of digital components
and suppliers. This ensures that interoperable systems are protected from supply chain risks by
prioritizing technologies with proven reliability and by mandating alternative delivery and backup
solutions to maintain continuity in the event of disruptions.

The benefits of incorporating CIE principles into interoperability standards are clearly illustrated
by IEC/IEEE 60255-118-1:2018, which defines synchronized phasor (synchrophasor)
measurement systems for power grids. CIE’s first principle, Consequence-Focused Design,
would prompt engineers to analyze scenarios where manipulated phasor measurement unit
(PMU) data could destabilize the grid, such as through false load-shedding or incorrect
frequency adjustments. To address these risks, the standard could require hardware-based
integrity checks—like tamper-resistant time-stamping modules—at the sensor level, moving
beyond reliance on software-based anomaly detection.

The CIE principle of Secure Information Architecture would further strengthen the standard by
advocating for zero-trust authentication, such as embedding hardware-based cryptographic keys
in PMUs during manufacturing to prevent unauthorized device spoofing. The CIE principle of
Planned Resilience could be realized by enforcing redundant data pathways through
geographically distributed phasor data concentrators (PDCs) with automated failover
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capabilities. PMUs could be designed to self-isolate upon detecting anomalous data, triggering
backup systems without human intervention and ensuring data availability even during attacks.

For example, if a threat actor were to infiltrate a PMU network and inject falsified voltage phasor
data to simulate a cascading overload, a CIE-enhanced IEC/IEEE 60255-118-1:2018 framework
would proactively mitigate the threat. Hardware-secured PMUs would reject spoofed data at the
source. The system would automatically reroute data through backup PDCs, and operators
would be alerted to investigate the compromised node. As a result, grid stability would be
maintained, preventing the regional blackout that could have otherwise resulted from erroneous
load-shedding commands.

By embedding CIE principles, interoperability standards shift from reactive cybersecurity
measures to inherently secure architectures where engineered controls neutralize threats before
they can propagate. This approach not only supports market access by ensuring interoperability
but also delivers the precision and resilience required by modern power grids facing escalating
cyber-physical threats.

5. Conclusion and Call to Action

CIE offers SDOs a transformative approach to standards development—one that proactively
addresses the highest consequence events and the risks of cyber-physical threats by
embedding CIE considerations into engineering practices from the outset. By integrating CIE
principles, SDOs can significantly enhance the safety, reliability, and resilience of critical
infrastructure in an increasingly digital and interconnected world. Below is a summary of actions
for SDOs to consider:

o Interpret and integrate CIE Principles: Move beyond traditional compliance checklists
by interpreting and embedding CIE’s core principles into the development, revision, and
interpretation of standards.

e Prioritize consequence-driven requirements: Ensure that standards require the
identification and mitigation of high-consequence events resulting from digital
dependencies. Encourage the use of engineering controls to eliminate or reduce these
risks at the earliest stages of system design.*’

o Facilitate cross-disciplinary collaboration: Promote collaboration among engineers,
cybersecurity professionals, vendors, and other stakeholders to ensure that CIE is
considered throughout the standards development lifecycle. 32

« Mandate secure supply chain practices: Update standards to require rigorous vetting
of digital components and suppliers, ensuring that supply chain risks are systematically
addressed.**

¢ Embed resilience and fail-safe mechanisms: Consider planned resilience measures
and fail-safe operational modes in standards, ensuring that critical functions can continue
or recover quickly in the event of a cyber incident.3*

81 “Cyber-Informed Engineering Implementation Guide.”

82 “Cyber-Informed Engineering Implementation Guide.”

33 Etigowni, Macwan, and Welch, “Requirements Framework for Cyber-Informed Engineering.”
34 Etigowni, Macwan, and Welch.
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o Promote secure interoperability: Encourage the development of standards that
support secure interoperability, minimizing attack surfaces and ensuring robust
protections for interconnected systems.>®

e Support education and knowledge transfer: Provide guidance, training, and
documentation to help practitioners understand and implement CIE principles, thereby
building a more cyber-aware engineering workforce.

e Influence regulatory advancements: Position ClE-aligned standards to serve as
benchmarks for future regulations, ensuring that consequence-driven design and
enforceable controls are codified in policy.3’

SDOs are uniquely positioned to lead the evolution of engineering standards in the digital era.
The authors call on SDOs to:

o Adopt CIE as a foundational philosophy in standards development activities, ensuring
that cybersecurity is not an afterthought but an integral part of engineering design and
lifecycle management.

o Review and update existing standards to explicitly incorporate CIE’s 12 principles,
particularly in areas where digital dependencies introduce new risks.

e Champion a culture of proactive risk management by facilitating education and
collaboration among all stakeholders.

e Engage with industry, government, and academia to harmonize standards and promote
best practices that advance both safety and security.

By taking these actions, SDOs will play a critical role in shaping a resilient, secure, and future-
ready infrastructure landscape-one where engineered systems are prepared to withstand and
recover from the most severe cyber-physical threats.3®

35 Etigowni, Macwan, and Welch.
36 Etigowni, Macwan, and Welch.
37 Etigowni, Macwan, and Welch.
%8 “Cyber-Informed Engineering Implementation Guide.”
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