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Evolution of Standards

IEC 60870-5 Series

Establishes framework for telecontrol
and SCADA systems

IEC 62270/IEEE
1249

Published guidelines for computer-
- system information

based control in hydro plants
applicable to DERs

2004

IEEE 1686

First published ... cyber for

IEDs

2013

NERC CIP

First enforced for bulk electric systems

2007

IEC 62351

Series initiated for power

exchange

2010

IEEE C37.240

First published ... cyber for
substation automation, protection
and control systems

G
ISA TR84.00.09

Published ... cyber related to
functional safety fecyde  JL 2941

Developed to outline cyber
requirements for DER-inverter
based resources.

2020

2017
L

ISO/IEC 2701

Released .. info security for
utilities

2017

G
UL-2900-1

Published ... cyber for
network connectable

roducts, applicable to DERS
5617

L]
IEC 62443

Framework initiated for IACS
cyber .. applicable to DERs

2014 2

IEEE 1547-2018

Published establishing criteria

and requirements for

interconnection of DERs
018

IEEE 1547.3-2023
Released as guide for cyber of
DERs interconnected to the grid

2023
2026

2026
ISO/SAE 21434

Addresses cybersecurity in

raad vehicles/electric vehice |EEE P2658 and

DERs
2021 P2808
Under development with focus on
cyber testing for DERs
2024

IEC 62351

Anticipated release of
updated series

IEEE 1686-2022

Updated ta enhance cyber
standards for IEDs

2022 2025

|IEEE P2808

Expected publication

NERC CIP

Update and expanded
coverage to include DERs

UL 2941

Anticipated comprehensive
update

2027

IEEE 1547

Projected release of next
generation

2028

1995

2005

2015

2025
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Key Standards Analyzed

Cybersecurity

¢|EC 60870-5 Series
*|EC 62270/IEEE 1249
°|EC 62351

o|EEE 1547.3

o|EEE C37.240

o|EEE P2658

o|EEE P2808

*|SA TR84.00.09
*|SA/IEC 62443
¢|SO/IEC 27019:2017
*|SO/SAE 21434:2021
*NERC-CIP

UL 2900-1

eUL 2941

Safety Interconnections Communication Communication

¢ |[EC 61400-2:2013
¢ |[EC 62109-1:2010
¢ |[EC 62109-2:2011
¢ |[EC 62109-3:2020
¢ |[EC62116

e |[EE 2030.2-1

* NFPA

e UL 9540

¢ |[EC 61850-7-4

¢ |[EC 61850-8-1

* ANSI/ISA 95

¢ |[EC 61850-8-2

e |[EEE 1547-2018
 |[EEE 1547.1-2020
e |[EEE 1547.2

o |[EEE 1547.4

o |[EEE 1547.9-2022
e |[EEE 1815-2012

¢ |[EEE 1815.2

e |[EEE 2030.7
 |[EEE P2800
 |[EEE P2800.2

* MESA DEV/SPEC
s UL 1741

¢ |[EC 61850-8-1

¢ ANSI C12.18/21/22
¢ ANSI/ASHRAE 135
*BS EN 13757 Fam
* BS EN 50090 Fam
¢ CAN FD 1.0

* Device Net

¢ EPSG DS 301

¢ ETSI—TS 104 001
o FTP

* HTTPS

 |[EC 60870-5-101/103/104
* |[EC 60870-6

¢ [EC61158 Fam

¢ |[EC 61400-25

¢ |EC 61850 Series

¢ [EC 61968

¢ [EC 61970

¢ [EC 62351

¢ |[EC 62443

¢ [EC 62746

¢ [EC TR 61850-7-510
¢ [EC TR 61859-90-7
¢ [ECTR 62351-90-3

o |EEE 1588

* |EEE 1703

o [EEE 1815 (DNP3)
* |EEE 2030.11
* |EEE 2030.5

o |EEE 1547.9

* |EEE P2418.5
*|SO 16484-5

© |SO/IEC 14543-3
* [SO/IEC 14908
* ITU-T G.9903
* |TU-T Y.4480
e MQTT

* MODBUS

* OCPP 2.1
*OPC

* OpenADR

o Profibus

¢ Profinet

* REST

*RFC 778

* SEPA DERMS
* TCP/IP

* UDP

o Zigbee
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ldentified Gaps

* Inadequate coverage of DER-specific
cybersecurity concerns

* Complexity in implementing
comprehensive frameworks (e.g., ISA/IEC
62443)

* Integration challenges with legacy
systems

* Adoption challenges for newer standards
(e.g., IEEE 1547.3-2023, UL 2941)

e Lack of harmonization amongst standards
and regulatory requirements

National Laboratory of the Rockies
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Unique DER Cybersecurity Concerns

Scale and Attack Surface

Decentralized structure creates extensive cyberattack surface
with multiple entry points

Large-scale coordinated attacks possible due to remotely
accessible DER functions

DER aggregators can impact hundreds or thousands of
individual assets if compromised

Multi-Stakeholder Complexity

Multiple parties require different access levels (owners,
operators, asset managers, vendors, manufacturers)
Traditional broad trust-based security models inadequate for
distributed operations

Poor system administration from novice DER owners lacking
cybersecurity expertise

Integration Vulnerabilities

Interconnected with building systems, IT networks, and vehicle
systems

3 party service dependencies and communication networks
Legacy infrastructure often lacks modern cybersecurity

Operational Technology Gaps

* |T-centric security tools cannot adequately secure
Industrial Control Systems (ICS)

* Remote monitoring and control create new attack
vectors

* Communication protocol exploitation and data
transmission vulnerabilities

Advanced Threat Scenarios

* False data injection, denial of service, and malware
targeting DER endpoints

* Cascading outages from compromised DER systems

National Laboratory of the Rockies
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Gap 1: Inadequate Coverage of DER-Specific

Challenges

* Traditional standards were
designed for centralized
electric systems

* They fail to address:

* Vulnerability to localized
attacks

* Complexities of securing
customer-owned,
geographically dispersed DER
systems beyond utility control

* Bidirectional power flow and
communication risks

* Software supply chain, cloud,
API security

Solar PV Inverters

Wind Turbine
Controllers

Energy Storage

Hydrogen

Data Integrity

Device Control

Denial of Service

Data Integrity

Device Control

Denial of Service

Data Integrity

Device Control

Denial of Service
Data Integrity
Device Control

Denial of Service

-Manipulation of settings to disrupt power or grid stability.
-False data injection to mislead grid operators.

- Unauthorized control of inverter functions.
- Disconnection of inverters from the grid.

-Flooding inverters with traffic to make unavailable.

-Manipulation of parameters (e.g., blade pitch, yaw) to reduce

efficiency, cause damage, or disrupt the grid.

-Unauthorized access to turbine controls.
-Shutting down turbines remotely.

-Disrupting comms to prevent monitoring and control.

-Falsifying state-of-charge or other battery data.

High

High

Medium

High

High

Medium

High

- Manipulating charging/discharging schedules to destabilize

the grid or cause financial losses.

-Unauthorized control of charging/discharging cycles.
-Remotely disabling the ESS.

-Preventing the ESS from responding to commands.
-Manipulation of fuel cell operating parameters.
-Unauthorized control of fuel cell output.

-Disrupting communication with fuel cells.

High

Medium
Medium
Medium

Low/Medium

Source: Thomas, D.-M., A. Sanghvi, M. D. Touhiduzzaman, P. Wand, and T. Reynolds. 2022. NREL Guide to the DER Distributed Energy Resource Risk Management Framework.
Golden, CO: NLR. NREL/TP-5R00-81715. https://www.nlr.gov/docs/fy220sti/81715.pdf.

National Laboratory of the Rockies |
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Gap 2: Complexity in Implementing

Comprehensive Frameworks

* |ISA/IEC 62443: Effective but complex for
DER systems

* Challenges:
— Resource-intensive implementation
— Requires deep technical understanding

— Difficulty in gaining management
support

— Time-consuming risk assessment
process

— Implementation at the customer level

National Laboratory of the Rockies | 7



Gap 3: Integration Challenges With

Legacy Systems

* Obsolete protocols and data formats
create data silos

* There is a lack of real-time monitoring
features

* There is increased vulnerability to
attacks

* There is difficulty in complying with
current security standards

As an early adopter of renewables, Hawaiian Electric has lots of residential inverters
which were installed before recent interconnection standards such as IEEE 1547-2018.

Some of these legacy inverters were tested at the Energy Systems Integration Facility
(ESIF) at the National Laboratory of the Rockies(NLR), to understand their responses to
grid events. (Photo by Joe DelNero / NLR)

National Laboratory of the Rockies | 8



Gap 4: Adoption Challenges for

Newer Standards

* [EEE 1547.3-2023 and UL 2941 are
more applicable to DER cybersecurity

+80I
3SVHdN3

* Implementation challenges:

— Substantial product redesigns are
required. This leads to:
* Increased development costs
* Extended production timelines

* Learning curves for industry

. Microinverters interface resources like solar panels with the power system. In the lab,

ro fe S S I O n a I S they are part of hardware-in-the-loop experiments and help validate renewable energy
systems like a neighborhood with rooftop solar. New inverters in the market must

comply with standards such as IEEE 1547-2018. This equipment is in the Energy Systems

Integration Facility (ESIF) at the National Laboratory of the Rockies(NLR). (Photo by Joe

DelNero / NLR)

National Laboratory of the Rockies | 9



Gap 5: Lack of Harmonization

* Inconsistent regulatory implementation at
the distribution system level

* Consequences:
— Increased compliance burdens
— Potential security gaps

— Diverted resources from actual
cybersecurity operations

— Stifled innovation in cybersecurity
p ra Ct i C e S NLR researchers are constantly looking into what is state of the art in DER cybersecurity.

(Photo by Gregory Cooper / NLR)

National Laboratory of the Rockies | 10



Common Goals and Objectives

o Create cohesive DER cybersecurity set of requirements that supports a
collective defense

o Manage the risk of DERs cyberattacks that could disrupt grid stability and
compromise data integrity.

o Promote interoperability of DERs, including through the use of federated
trust frameworks, while maintaining robust cybersecurity.

o Facilitate the secure integration of DERs into various grid architectures and
operational environments.

o Protect consumers and their data as a key objective of DER cybersecurity
harmonization.

National Laboratory of the Rockies | 11



Key Challenges and Barriers

o Varying cybersecurity standards and regulations across different states and
countries.

o Lack of interoperability between different DER technologies and
communication protocols.

o Limited resources and expertise for implementing cybersecurity measures,
particularly for smaller DER operators.

o Rapid evolution of cyber threats and vulnerabilities, requiring continuous
adaptation of security measures and regulations.

« Complexities introduced by the involvement of the private sector in DER
cybersecurity, including challenges related to international cooperation.

National Laboratory of the Rockies | 12



Strategy Execution

e Develop a common set of harmonized cybersecurity requirements and best
practices for DERs, drawing from existing standards and frameworks such as the
NARUC Baselines.

o Consider security by design as a foundational tenant.

e Promote having DER cybersecurity certification programs, such as UL2941 and
Cyber Trust Mark, to ensure that devices meet minimum security requirements.

o Develop reference guidelines and training resources to assist DER installers,
integrators and operators in implementing cybersecurity measures and leverage
and promote the library.

o Foster collaboration, outreach and information sharing among stakeholders,
including government agencies, industry groups, and research institutions.

National Laboratory of the Rockies | 13
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Key Stakeholders and Roles

Stakeholder | Role | _______  Examples |

Government Agencies
(DOE, CISA, NIST)

Industry Groups (IEEE,
SunSpec Alliance, SEPA)

DER Operators and
Utilities

DER Aggregators

DER Integrators

DER Installers

DER Manufacturers and
Vendors

Research Institutions (INL,
NLR, Sandia National
Laboratories)

Develop and promote cybersecurity standards and
policies, provide guidance and resources, and facilitate
collaboration.

Develop industry-specific standards and best practices,
conduct research, and provide training and education.

Implement cybersecurity measures, comply with
standards and regulations, and participate in information
sharing.

Combine multiple DERs to participate in energy markets
or provide grid services, ensuring aggregated resources
comply with cybersecurity and operational standards.

Design and implement DER systems, ensuring
interoperability, secure integration, and compliance.

Deploy equipment, follow secure installation practices,
and ensure systems are configured according to
cybersecurity guidelines.

Design and develop secure DER technologies, comply
with cybersecurity standards, and provide security
updates and support.

Conduct research on DER cybersecurity, develop testing
and evaluation methodologies, and provide technical
expertise.

DOE funds research on DER cybersecurity and develops guidelines for
utilities. CISA provides vulnerability assessments and incident response
services. NIST develops cybersecurity frameworks and standards.

The IEEE develops standards for DER interconnection and cybersecurity.
The SunSpec Alliance promotes interoperability and security for solar and
storage technologies. SEPA provides education and resources on DER
cybersecurity best practices.

DER operators implement access controls, intrusion detection systems,
and security monitoring. Utilities conduct risk assessments and develop
incident response plans.

Implement secure communication protocols for aggregated DER
management and participate in cybersecurity information sharing.

Ensure secure system architecture and coordinate with manufacturers and
utilities on cybersecurity compliance.

Follow best practices for secure device installation, initial configuration,
and may provide ongoing maintenance to address vulnerabilities.

Manufacturers incorporate security features into DER devices and conduct
vulnerability testing. Vendors provide security patches and updates to
address identified vulnerabilities.

National Labs conduct research on DER cybersecurity and develops tools
for assessing cybersecurity posture. Additionally, National Labs conduct
vulnerability analysis and develops security solutions for DERs.

National Laboratory of the Rockies |



For your Information

Activities and Information to Share



NLR Work with UL ... UL 2941: Cybersecurity
Certification Standard

Underwriter Laboratories 2941: Where are we in the process?

Ii Research existing : Define and translate I% I! Circulate draft I‘

standards, guides, industry needs into Draft the Outline of 00! with relevant

and competitive requirements for Investigation (OOI). experts; Address Publish the 0OI.
technologies in the Induﬂon in the technical comments
market. and general feedback.
4
I Assemble a UL 2941 Technical Publish UL 2941 as

balanced technical Committee edits, dungnmon from a consensus-based and
committee to develop consensus, the American ANS! accredited
develop consensus and votes on the National Standards cybersecurity certification
for UL 2941. 00! draft. Institute (ANSI). standard for solar PV.

We Are Here
National Laboratory of the Rockies | 16



Library

Home Link

OpenEI DER Cyber Standards Library

Objectives and Milestones

©) MILESTONE 1: Assessment @ MILESTONE 2: Coordination

DER Cybersecurity DER Cyber
Standards Gap

Analysis

DER Cybersecurity

Maturity Baseline

Standards Library
and Dataset

Cybersecurity Standard
Harmonization

Cybersecurity
Testing
Methodology

Strategy

=0

add
OBJECTIVES ’@ g

certification standards =} related to DER
security operations
Mapping to Other Efforts
Securing Solar for the Grid (52G)
Building ¢ d device, network, and sy Jevel
requirements for solar photovoltaics.

Cybersecurity Labeling Program
Informing the applicability of a*U.5. Cyber Trust Mark” program for consumer-facing solar
inverters and smart meters.

Assessment and Coordination of Electric Vehicle Supply Equipment Cybersecurity Standards
i and testing across the EV charging ecosystem.

of C i for Energy Systems (ACAES)
ing and ing way: it gapsin standards, and processes for
grid communications architectures.

Document and publish a
Provide recommendations E= &= datasetandlibrary of
@ existing and under
development standards

Pl b ) Develop harmonization
ﬁ standard, along with a strategy for
©  standardized set of testing 2:" cybersecurity
S certification requirements
GMI Pillars

Resilient and Secure Systems

.+ Cybersecurity

+ Microgrids

«  Inter- and Intra-System Risk Assessment

Markets, Policies, and Regulations
« Policies and Regulations
+ Market Design

+  Economic Valuation

. Energy Justice

Lead Lab Partners X
L s

ZINREL B @
N @ solutions  solarJfE

Project PI: Danish Saleem

Designed to support researchers and
developers by providing a
comprehensive platform for
accessing and managing standards
related to DERs.

Integrates a vast collection of
guidelines, reports, and
documentation that are essential for
ensuring secure, efficient, and
effective communication,
cybersecurity, and safety in DER
systems

National Laboratory of the Rockies | 17


https://apps.openei.org/der-cyber-standards/

Securing the Future Electric Grid: A Workshop

on DER and VPP Cybersecurity

The Challenge:

Digital technologies are expanding, introducing new
cybersecurity complexities and vulnerabilities.

Modern energy demands require modern solutions to
ensure the secure and reliable delivery of energy.

DERs are increasingly integrated, making the grid more
digitally connected and software-defined.

This drives new utility business models with more non-utility
stakeholders (VPP owners/operators, aggregators).

Standardized ownership/participation models for Virtual
Power Plants (VPPs) and DER aggregators are lacking.

Cybersecurity policies, processes, and standards vary widely,
posing a challenge to consistent national security.

Understanding and visualizing risks, including cascading
failures, is imperative.

Workshop Goal:

Address critical cybersecurity challenges for the future grid.

Promote cybersecurity as a shared responsibility among all DER
and VPP stakeholders.

Workshop Objectives ... Participants Will:

Identify risks associated with aggregated DER systems.
Understand risk distribution among stakeholders.
Promote shared responsibilities for managing risks.

Understand the impact of compromised systems on bulk electric
system security.

Support the adoption of cybersecurity controls

Reach out to Danish Saleem (Danish.Saleem@nlr.gov) or Emily
Waligoske (Emily.Waligoske@nlr.gov ) if you would like to attend
this in-person workshop

June 17-18, 2025
Golden Colorado
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NLR Focus ... Energy Security and Resilience T e I e e

Advances energy technologies and What'’s Next
systems that minimize the * Help decision-makers, industry, and communities navigate a secure

. and resilient energy future
occurrence and Impact of

) ] * Address current and emerging grid vulnerabilities through analysis,
disruptions

technology evaluation, and strategic planning
Successes

* Customer Damage Function Calculator, ARIES Cyber Range

Photo from iStock 483375349




NLR Focus ... Grid Integration

What’s Next

* Increase grid efficiency, security, and resilience through Al and
int ti hall controlling millions of distributed resources
Integration chaflenges * Grids operate at 100% instantaneous levels of batteries/PV/wind

* Grids operate at more than 50% annual energy from wind and solar

Researches and develops
practical solutions to energy

Successes
* Defining grid-forming inverter requirements—UNIFI Consortium

* Autonomous energy systems—controlling hundreds of
distributed resources.

Photo by Agata Bogucka, NLR 92787



Conclusion ~ .

B

* Collaboration is crucial for closing gaps and improving the
overall security posture.

e There is an urgent need for a coordinated effort to
enhance DER cybersecurity.

* The success of future energy systems depends on the
commitment to enhancing DER cybersecurity.

Call to action for all
stakeholders: manufacturers,
utilities, regulators,
cybersecurity experts

Photo by Werner Slocum / NLR
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