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Abstract—Protection in inverter-based resources (IBRs) dom-
inated microgrids generally face significant challenges due to
the low fault current and inconsistent fault behaviors from
IBRs. Recently, machine learning-based approaches have at-
tracted considerable attention to address these challenges. This
paper introduces a novel decentralized protection strategy for
microgrids. The proposed method decomposes the protection
challenge into several distributed learning tasks, enabling in-
dividual relays to autonomously determine the direction of
faults using a binary classification framework based on support
vector machine (SVM) algorithms. Following the distributed
fault direction estimation, classifier outcomes are shared among
neighboring relays, facilitating a local decision-making process to
ascertain the presence of faults within the neighborhood. Finally,
a tripping signal is generated based on the classifier results of
each relay to operate the circuit breaker. To test and validate this
approach, a 100% renewable microgrid model is simulated in
MATLAB/Simulink. In the numerical analysis, the application
of SVM classifiers in our approach yields impressive results:
an average relay classification accuracy of 98%, and a 96%
accuracy in circuit breaker control. These findings highlight the
potential of machine-learning-based approaches in enhancing the
efficiency and reliability of microgrid protection systems.

Index Terms—Decentralized approach, fault localization, mi-
crogrid protection, support vector machine.

I. INTRODUCTION

In a power system, promptly localizing and isolating faults
are crucial for maintaining system reliability and safety. Tradi-
tional protection schemes achieve this by using relay devices,
which are configured with pre-defined thresholds for parame-
ters such as voltage and current. Upon detecting and localizing
a fault, these relays activate circuit breakers to isolate the im-
pacted area, ensuring uninterrupted operation for the remainder
of the system. Designing these thresholds requires an in-depth
understanding of power system dynamics and the nature of
potential disturbances. Threshold-based protection schemes,
while reliable in stable power systems, encounter difficulties
in systems dominated by IBRs. The unique characteristics of
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IBRs, such as low inertia, rapid fluctuations in power flow, and
unpredictable generation patterns, challenge the effectiveness
of these traditional schemes.

In microgrids with a significant integration of IBRs, tra-
ditional protection schemes face amplified challenges [1], [2].
These IBRs, unlike conventional power sources, typically pro-
vide limited contributions to fault currents and voltages, chal-
lenging relay operations that rely on specific current or voltage
magnitudes. Microgrids also feature bidirectional power flows,
resulting from their distributed generation sources, adding
complexity to fault localization. Additionally, the variability
in load and generation dynamics can lead to current and volt-
age fluctuations, challenging traditional protection schemes.
Moreover, microgrids can operate in ‘islanded’ mode, neces-
sitating a fast adaptation of the protective relays to different
operational parameters. These aspects demand advanced pro-
tection approaches that are adaptable to the varying operational
conditions of microgrids.

In the era of digital transformation, a data-driven approach
presents a compelling alternative to traditional power system
protection schemes. The data-driven approach capitalizes on
the massive volumes of data generated by modern power
systems, especially with the integration of smart meters, ad-
vanced sensors, and real-time monitoring devices. Potentially,
machine learning algorithms can be trained to recognize
the unique signatures of system faults, which might remain
undetected by conventional protection schemes. As electrical
grids undergo transformations, such as the introduction of new
energy sources, the implementation of advanced technologies,
or shifts in consumption patterns, the inherent adaptability
of machine learning algorithms enables them to continuously
learn from new data, refining their models and predictions to
stay in step with the grid’s evolving dynamics.

In recent literature, machine learning algorithms have been
employed for power system protection. However, most exist-
ing work focuses on centralized computations and learning,
e.g., [3], [4], which demands considerable communication
and computation resources for a large system. [5] utilizes
the gated recurrent unit for localizing faulty sections in a
distribution network, under the assumption that measurements
are accessible at all nodes. [6] introduces a support vector
machine (SVM)-based method for fault location in distribution
networks, where it combines feature extraction techniques
using wavelet transform, Fourier transform, and the minimum
redundancy maximum relevance algorithm. [7] presents a

This report is available at no cost from the National Renewable Energy Laboratory at www.nrel.gov/publications.



zonal machine-learning-based fault localization algorithm uti-
lizing local measurements; however, it is limited to considering
only two fault zones, highlighting a potential area for further
expansion. Our previous work [8] introduces a hierarchical
data-driven protection for microgrids but the performance is
not consistently satisfactory at some relays.

This paper introduces an innovative data-driven protection
approach for microgrids, which is decentralized, coordinated
and fast in decision-making. In our proposed approach, each
relay serves as a distributed decision-making unit, responsible
for data collection, fault localization, and circuit breaker
tripping. To enable effective fault localization, each relay
communicates locally with neighboring relays whenever co-
operation is needed. Compared to centralized approaches,
distributing the decision-making process across multiple relays
significantly reduces the problem complexity and alleviates
computational burden, enabling a fast and reliable real-time
response to fault events. Furthermore, the distributed structure
offers algorithmic flexibility within each relay, ensuring the
robustness of the overall system across a variety of scenarios.

The main contributions of this paper are summarized as
follows: 1) The development of SVM-based distributed bi-
nary classifiers at each relay, specifically designed to accu-
rately classify the relative direction of faults; 2) The creation
of a decentralized decision-making logic that leverages the
classification results of neighboring relays, enabling precise
determination of fault locations and effective fault isolation;
and 3) The validation of the proposed algorithm on a 100%
renewable microgrid model, demonstrating reliable protection.

II. MICROGRID MODEL

To demonstrate the proposed data-driven protection ap-
proach, we refer to the microgrid model presented in Fig.
1. This example microgrid is based on Feeder 2 from the
Banshee distribution benchmark system [9]. In its original
form, this distribution network includes a 2.5-MVA battery
energy storage system (BESS-1) and a 2-MW photovoltaic unit
(PV-1), connected at Bus-1 and Bus-8, respectively. To convert
this network to a 100% renewable microgrid, additional energy
resources are incorporated: a 1-MVA BESS (BESS-2) at Bus-
9, a 0.5-MW PV unit (PV-2) at Bus-6, and a 1-MW PV
unit (PV-3) at Bus-7. The BESS units operate with grid-
forming (GFM) control, which includes power tracking in
grid-connected mode and V-f power sharing control when
islanded. The PV units, under Grid-following (GFL) control,
operate in three modes: fixed power factor, P-Q dispatch,
and volt-volt ampere reactive control. Both BESS and PV
responses to abnormal voltages and their voltage ride-through
capabilities are in compliance with IEEE 1547-2018 Category
III [10]. In addition, the model includes 13 potential fault
locations and 12 protective relays, which are labeled as ‘F#’
and ‘R#’, respectively, in Fig. 1.

III. DECENTRALIZED PROTECTION ALGORITHM

Given the potential fault locations within a microgrid, the
task of fault localization is a multi-class classification problem,
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Fig. 1. The 100% renewable microgrid test system.

where each class corresponds to a specific fault location.
Solving the multi-class classification problem often relies on
a centralized approach that necessitates the collection and
analysis of all (or most) relay data within the microgrid.
However, such centralized approaches require significant com-
putational and communication resources at the central decision
unit. This often leads to potentially compromised accuracy
due to the necessity for problem relaxation or simplification.
Additionally, in large systems, the issue of asynchronous
communication further exacerbates the challenge, potentially
impacting the effectiveness and of the centralized approach.
To address these challenges, we propose a decentralized
fault localization approach with minimal communication re-
quirements. The fault localization problem is generally chal-
lenging for distributed algorithms, where each relay has access
only to its own measurements. Specifically, while observing
from a single relay, system fault responses for different loca-
tions may appear indistinguishable. To circumvent this issue,
we solve the fault localization problem using the following two
processes: 1) distributed relay classification, which produces a
binary output indicating whether the fault location is upstream
or downstream relative to the relay’s position in the network;
and 2) local relay cooperation, where each relay shares its
binary classification decision solely with neighboring relays to
collaboratively determine the presence of a fault in the neigh-
borhood. The first process simplifies the multi-class problem
to a relatively simple two-class problem; more importantly,
it improves the relay’s observability on the two-class problem

This report is available at no cost from the National Renewable Energy Laboratory at www.nrel.gov/publications.
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Fig. 2. Decentralized fault localization utilizing neighboring relay decisions.
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over the potentially indistinguishable multi-class problem. The
second process serves as a complementary step, combing the
distributed decisions for precise fault location.

The complete fault localization process is depicted in Fig.
2. Once there is a system fault, the relative-fault-direction
classifier that embedded in each relay is triggered. Upon
determining the relative fault direction using the collected data,
the relay exchanges its classification decision with neighboring
relays. Subsequently, the relay assesses if a fault has occurred
within its neighborhood and accordingly produces the circuit
breaker control signal. Detailed descriptions are presented in
the following subsections.

A. Distributed Relative Fault Direction Classification

To find the relative fault direction, it is necessary to
understand the relationship between the fault location and
the relative fault direction from a relay’s perspective. Such

3

information is contingent upon the specific system network
topology. According to the microgrid example in Fig. 1, Table
I provides the conversion from specific fault locations to their
corresponding relative fault direction for each relay. In the
table, a fault’s relative direction viewed from a relay is labelled
as either ‘1’ (downstream) or ‘0’ (upstream), according to the
fault location and the microgrid topology. In this way, for each
fault location, there is a unique combination of relay’s relative
fault directions. In other words, we can determine the fault lo-
cation by looking at relays’ relative fault direction results. This
converts the multi-class classification problem to distributed
binary classification problems, where each relay only have to
classify whether the fault is upstream or downstream.

B. Fault Localization
As described above, fault localization requires a combina-
tion on relative fault directions from all relays. However, such
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decision-making process is notably sensitive to the accuracy
of each individual relay’s classification result, rendering it
susceptible to vulnerabilities. This is extremely challenging
for a large system with numerous relays. Consequently, our
proposed decentralized approach emphasizes the local relay
decisions for fault localization. For instance, within the micro-
grid shown in Fig. 1, the fault F4 is validated by the combined
decisions of its neighboring relays: R1 (downstream), R4 (up-
stream), RS (upstream), and R6 (upstream). A comprehensive
summary of fault locations and their corresponding local relay
decisions is given in Table II.

For distributed implementation, each relay exchanges the
fault direction result with its neighboring relays. Fig. 3 pro-
vides the relay communication diagram for the microgrid
example in Fig. 1. With neighboring relays’ fault direction
information, a relay can identify whether there is a fault within
its neighborhood.
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Fig. 3. Local communication diagram for fault localization.
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C. Fault Isolation

To effectively isolate a fault, a relay must trip its circuit
breaker upon the detection of a fault within its neighborhood.
For instance, as shown in Fig. 1 (or Table II), relay R1 is
responsible for monitoring faults F1 and F4. Using the fault
direction results from itself and its neighboring relays R2, R4,
RS, and R6, it can determine if there is fault at F1 or F4.
Detection of either fault prompts the relay to dispatch a control
signal, tripping the circuit breaker to isolate the fault from the
system.

IV. NUMERICAL STUDY

In this section, we demonstrate the efficacy of the de-
centralized microgrid protection approach. Numerical simu-
lations of the microgrid model (Fig. 1) were performed on
MATLAB/Simulink. To represent comprehensive microgrid
fault scenarios, simulations were conducted using various
parameters, such as fault type, fault location, fault impedance,
load condition, solar irradiance, and inverter type. The load
profiles and PV generation were generated from the measured
data in [9]. During the simulation, each relay continuously
measured three-phase voltage and current at a sampling fre-
quency of 6 kHz. For every fault scenario encountered, each
relay collected four cycles of three-phase voltage and current
magnitudes, where the first cycle data was collected before the
fault event, and the remaining three-cycle data (corresponding

to 0.05 seconds) captured the post-fault response. In total,
we collected data from 1000 fault scenarios, of which 800
scenarios were used for learning algorithm training and the
rest 200 scenarios were used for testing.

In this work, we employed the SVM classifier [11] for
the relative fault direction classification. SVM is a supervised
learning algorithm commonly used for classification tasks.
The algorithm objective is to determine an optimal separating
hyperplane that divides a given dataset into distinct classes.
This is accomplished by maximizing the margin between the
closest data points of different classes. SVM can handle non-
linearly separable data through the use of kernel functions,
which maps the data into a higher-dimensional feature space
where the classes are linearly separable. Popular kernel func-
tions include polynomial functions, radial basis functions, and
sigmoid functions. One big advantage of SVM is its ability to
handle high-dimensional data effectively, allowing for accurate
classification even when the number of features exceeds the
number of observations.

In our distributed setting, 12 relays perform the SVM
training process independently using their local measurement
data. The training process for each SVM classifier follows
the flowchart in Fig. 4. First, the dataset is standardized
to ensure consistent scaling among features. To reduce the
computational complexity and mitigate the risk of overfitting,
dimensionality reduction is performed using the principal
component analysis (PCA) technique. Thereafter, we initial-
ize the hyperparameters for the SVM model, including the
misclassification parameter and the kernel function selection.
As evidenced by Table I, the data exhibit a greater number
of upstream samples than downstream samples. To address
this unbalanced data issue, we allocate a larger weight to
the downstream class, allowing the model to balance the
importance between the downstream and upstream classes.
To enhance the model generalizability, we employ the 5-fold

Data collection
(voltage, current)

Data preprocessing
(standardization, PCA)

SVM classifier
initialization

v

SVM classifier
training ]
SVM
hyperparameter
Stopping tuning

criterion
met?

Complete the
SVM training

Fig. 4. Flowchart for SVM classifier training.
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cross-validation method to reduce the model sensitivity to the
partitioning between training and test data. An iterative process
of hyperparameter tuning and model training is repeated if
the model fails to meet required performance metrics, such as
accuracy, precision, and recall.

Table III summarizes the testing performance for both the
relay SVM classifiers and circuit breaker control. All SVM
classifiers can effectively classify the relative fault direction
and the average accuracy is 98.29%. In general, the accuracy
of circuit breaker operation is lower than that of the corre-
sponding SVM classifier. This is mainly because correct fault
localization relies on the combination of correct classification
results from multiple relays. However, there are exceptional
cases where the circuit breaker may trip correctly even if the
classification result is incorrect. For instance, in the scenario
involving fault F7, relay R7 incorrectly classifies the fault
direction (upstream misclassified as downstream), leading to
a failure in detecting F7. Interestingly, this misclassification
inadvertently causes the detection of fault F8, resulting in
the correct tripping of the R7 circuit breaker. This particular
situation explains the row R7 in Table III where the accuracy
of circuit breaker control for R7 is noted to be higher than its
classification accuracy. In addition, we found that our algo-
rithm is robust in both grid-connected and islanded scenarios,
each has consistent accuracy as detailed in Table III.

TABLE III
PERFORMANCE OF RELAY CLASSIFIERS AND CIRCUIT BREAKER CONTROL.

Classifier | Circuit Breaker
R1 0.915 0.915
R2 0.890 0.860
R3 1 0.995
R4 1 0.990
RS 1 0.990
R6 1 0.985
R7 0.995 1
R8 1 0.935
R9 0.995 0.94
R10 1 0.935
R11 1 0.995
R12 1 1

Average 0.9829 0.9617

One interesting numerical result worth mentioning is
that the algorithm’s comparable performance for both high-
impedance and low-impedance faults. This outcome is partic-
ularly encouraging for high-impedance fault protection, which
is typically more challenging to address effectively. We at-
tribute this success, at least in part, to the data standardization
process implemented in our approach. By normalizing the
data, this process effectively minimizes the impact of varying
data magnitudes, allowing the algorithm to more accurately
recognize the characteristic patterns for different fault loca-
tions.
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V. CONCLUSIONS

This paper presented a decentralized, data-driven approach
for microgrid protection, effectively addressing the challenges
introduced by a high integration of IBRs. Our approach
overcomes the limitations of traditional protection schemes
by employing a decentralized framework where each relay
operates as a data-driven decision-making unit. This setup not
only ensures effective fault localization and isolation but also
significantly reduces the computational and communication
burdens associated with centralized protection schemes. The
implementation of SVM-based decentralized protection at
each relay demonstrated a high accuracy of circuit breaker
operations in response to microgrid faults.

Moving forward, the exploration of this research can be
extended in several directions. One direction could be the
consideration of the asynchronization issue in the relay com-
munication. Additionally, exploring the application of this
approach in larger-scale grid systems, and assessing its inter-
operability with existing grid infrastructure, would be valuable
for understanding its scalability and practicality.
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