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Abstract—This paper proposes a distributed control method
based on a consensus algorithm for distributed energy resources
(DERs) using blockchain as a secure communication medium
for cyber resilience. Each DER communicates with a local
blockchain server that is maintained by the distributed ledger
technology to allow for securely sharing local measurements
among neighbouring assets to achieve the global control objec-
tives, i.e., voltage and frequency regulation as well as accurate
power sharing among the DERs, including collective grid-forming
capability. To prove that the distributed control can retain system
stability under a blockchain-induced variable communication
delay, Lyapunov function-based stability analysis is carried out.
This paper demonstrates the concept on an 11-bus test case
developed in MATLAB Simulink, which has been modified from
the IEEE 9-bus test case, to study dynamic operations of the
five inverter-based DERs working with a blockchain-induced
variable delay. The results validate the superior performance of
the proposed control method, compared to heavily compromised
operations of the other test cases without the security measure,
affected by heavy communication delays and communication
interruptions.

I. INTRODUCTION

Electric grids are experiencing exceptional changes in gen-
eration and load as increasing numbers of distributed energy
resources (DERs), usually interfaced through power elec-
tronics converters, have been deployed, posing multifaceted
technical challenges [1], [2]. These fundamentally challenging
changes are mainly twofold from the control point of view:
i) the number of assets to control is exponentially increasing
because DERs, in general, are scaled at relatively lower power
levels; and, ii) because of this, the control system is forced
to heavily depend on the communication system. This causes
not only scalability issues—how to effectively control a large
system with multiple assets—but also security issues—how to
operate such a large system depending on communication in
a cyber-secure manner [3], [4].

To effectively coordinate multiple generators to achieve
the global control objectives, such as voltage and frequency
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control, a distributed control method is desirable because a
centralized control method might expose a single point of fail-
ure, potentially leading to a cascading generation failure and
system-wide blackout [5]. Droop control is the most widely
accepted concept to operate multiple inverters in parallel,
allowing for collective voltage and frequency control as well
as power sharing due to its simple implementation and back-
ward compatibility [6], [7], allowing inherent communication-
free operation, and inspiring advanced grid-forming technolo-
gies [8], [9]. In a power system where multiple power sources
with different underlying characteristics should coordinate
to maintain the system-level objectives, however, additional
functionalities are essential, which cannot be obtained from
the conventional droop, such as secondary and tertiary controls
for frequency recovery and long-term energy balance and
operation.

It is debatable how to achieve system-level objectives in
a tractable manner. To achieve the system-level objectives,
for example, frequency recovery, a secondary control using
varying control set points from a low-bandwidth controller,
a hierarchical control system can be used [10]. It is benefi-
cial to achieve the system-level objectives with less reliance
on communication; however, this increases vulnerability to
cyberattack due to the centralized communication structure.
To make such a system more resilient, consensus algorithm-
based control for AC microgrids [11], DC microgrids [12],
and hybrid AC-DC microgrids [13] have been proposed. By
avoiding a dedicated or centralized control center for the
system-level control, the consensus algorithm can achieve the
control objectives in a distributed manner, [14], [15].

One key decisions in implementing consensus-based control
is to choose the right communication that can provide a high
level of cybersecurity and data privacy. Blockchain technology
has a huge potential to be used for both hierarchical and
distributed control systems, but it needs to address the con-
cerns of limited network bandwidth, security, and privacy [16].
In the context of the electric grid, however, blockchain has
been proposed mostly for peer-to-peer energy trading [17]
using its cryptocurrency concept, but its use in power system
control has not been given full attention because it is less
popular in the community [18]. A recent work reported in [19]
proposed the use of blockchain for the secondary control
from a hierarchical control perspective, focusing on the impact
of the delay on voltage and reactive power control in an
inverter. To elucidate the use of blockchain for distributed
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controls, this paper proposes a concept to not only exploit
the inherent benefits of blockchain to ensure cybersecurity in
the system using the distributed ledger technology but also
explore the control design aspects of the technology for use
in the field. Specifically, although the blockchain network
can equip multiple layers of state-of-the-art security measures,
control nodes using it (DERs, in this case), as a result, have
to compromise latency. Because the secure measure leads to a
trade-off between security and latency, this paper studies the
effect of the realistic parameters. The authors in [19] showed
that the blockchain-based communication can be modeled as
a communication delay. Few works in the literature have ad-
dressed the communication delay or blockchain for consensus-
based microgrid control. A distributed secondary and optimal
active power sharing control considering delay was proposed
in [20] without providing a control mechanism for reactive
power control. The impact of the sampling effect on multi-
agent-based secondary control for microgrids was investigated
in [21]. This paper, however, did not address the delay or
blockchain for consensus-based microgrid control.

Motivated by the aforementioned limitations and potential
of the blockchain technology in implementing consensus-
based control, this paper envisions incorporating blockchain
technology with the consensus algorithm for AC microgrid
control. The main contributions reported in this paper include
i) an analysis of the blockchain technology for modeling pur-
poses in the consensus-based microgrid control design, ii) the
proposal of a delay-tolerant, blockchain-enabled, consensus-
based microgrid controller for voltage and frequency regula-
tion as well as active and reactive power sharing, and iii) the
Lyapunov function-based stability analysis of the proposed
controller. The paper is structured as follows: Section II
discusses the blockchain technology for the consensus-based
control. Section III proposes the consensus-based control
with the proof of stability for the proposed controller using
Lyapunov function. Section IV presents and demonstrates the
efficacy of the proposed controller with a simulation for a
modified IEEE 9-bus system. Finally, Section V concludes the
paper.

II. BLOCKCHAIN FOR CONSENSUS-BASED CONTROL

This study envisions that blockchain is used as a secure
and resilient means of communication for a consensus-based
distributed control for microgrid operation, as illustrated in
Fig. 1. The blockchain nodes are connected to DERs and
controllable assets, such as smart switches and controllable
loads, as well as measurement and monitoring devices to
gather the operational data in a distributed manner and to
enable the distributed control to the system assets based on
the blockchain. The data reported to the blockchain can in-
clude measurements, the status of the distributed devices, and
diagnostic and identification information. Since the blockchain
nodes maintain the same database in a secure manner by
nature, using the distributed ledger technology, they can be
programmed to provide the control system with intelligence
and autonomy, via a smart contract. The distributed assets
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Fig. 1. Blockchain-enabled distributed control based on the consensus
algorithm. Each DER communicates with a blockchain node to securely share
local measurements with the other DERs and/or controllable assets through
the distributed ledger and to resiliently achieve system-level objectives.

can obtain commands and maintain optimal operation based
on these promising features [22]. The concept can be used
to achieve system resilience under cyberattacks and natural
disasters that can compromise the operation of a fraction of
or an entire electric power system because the blockchain can
sustain its operation even under a severe partial failure.

In this paper, a permissioned blockchain, Hyperledger Fab-
ric (HLF), is investigated for use in the DER control system;
HLF blockchain is used as a secure medium for secondary and
tertiary control. HLF features privacy—only certified assets
(inverters and measurement devices, in this case) can use
the network; modularity for customization and performance;
and relatively low latency resulting from the lack of proof of
work, which is required for public blockchain, such as bitcoin.
Under the HLF framework, a blockchain network for the
DER-dominant power system control can be implemented with
multiple blockchain nodes for resilience. The HLF blockchain
provides read (query) and write (invoke) functions to the
clients (DERs) for exchanging local measurements and com-
mands for DER control in the concept. As shown in Fig. 2, the
read action, query, takes three steps since it does not require
blockchain generation, i.e., no ordering service is needed. The
read action only needs to refer to the database, World State,
which stores the latest information on the assets, whereas
the write action would incur a higher latency because of
the additional steps needed for the ordering service and for
recording the transaction information on the blockchain. In
the decentralized microgrid concept, both actions would be
involved in the inverter control, i.e., each DER recording
its local measurements and reading others to achieve global
objectives with the consensus algorithm. In addition, because
of the inherent sequence of the processes for authentication,
HLF may show a degree of randomness in its delay.

To study the effect of the blockchain-induced delay on
the microgrid control, this paper uses a blockchain model
developed to represent the variable delay of the HLF based on
a benchmark that characterizes its performance under various
conditions, including data size, endorsement policy, consensus
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Fig. 2. Simplified diagrams for HLF blockchain operation of read and
write (query and invoke): (a) to read the information from the blockchain
for secondary control and (b) to write the measurement/command on the
blockchain. Since the invoke operation requires additional steps to update
the blockchain, it incurs greater latency.

process, database type, and batch size for blockchain. The
latency varies with randomness and is dependent on the
blockchain operation mechanism, including batch size and
time-out, to generate a block and to process the queries. Based
on the benchmark, a time-varying delay model with a Gaussian
distribution is developed for the performance evaluation in the
experiments. A standard deviation of 100 ms with a mean of
47.6 ms have been used for the delay distribution. More details
can be found in [19].

III. BLOCKCHAIN-ENABLED CONSENSUS ALGORITHM
FOR MICROGRID CONTROL

Fig. 1 shows the conceptual diagram for the blockchain
technology application for the power system control using the
consensus-based algorithms. A key concern of the distributed
control using the blockchain is the time delay introduced by
the additional communication security layers. In this paper, we
propose a droop-free distributed voltage and reactive power
control as well as a distributed frequency and active power
control that tolerates communication delays.

The objective of the distributed voltage controller is to i)
regulate the DER point of common coupling (PCC) voltage
to nominal voltage, and ii) ensure accurate reactive power
sharing among the DERs. The distributed voltage controller
is expressed by:

V di (t) = Vn + δV 1
i (t) + δV 2

i (t)

V qi (t) = 0
(1)

where i = 1, 2, ..., N , and N is the total number of DER;
Vn is the nominal inverter output voltage magnitude; and V di
and V qi are the d- and q-axis voltage magnitude of the ith

DER in the synchronous reference frame, respectively. δV 1
i

and δV 2
i are two voltage correction terms for the ith DER

and are defined as follows:

˙δVi
1
(t) =

∑
j∈Ni

aij (Vi (t)− Vj (t− τd)) + (Vn − Vi (t))

˙δVi
2
(t) = b

∑
j∈Ni

aij
(
Qpui (t)−Qpuj (t− τd)

)
(2)

Here, Qpui the is per-unit reactive power of the ith DER
defined as Qpui = Qi

Qmax
i

, where Qi is the reactive power
output, and Qmaxi is the maximum reactive power rating of
the ith DER. b ∈ R+ is the control parameter. Also, τd
represents the time delay caused by communication and others,
and aij = 1 if the information is being exchanged from the
ith DER to the jth DER, and aij = 0 if otherwise. If the
communication topology is balanced, then aij = aji.

The objective of the distributed frequency controller is
to i) regulate the microgrid frequency within an acceptable
boundary, and ii) ensure accurate active power sharing among
the DERs. The distributed frequency controller is given by:

ωi (t) = ωn + δωi (t) (3)

where ωi is the frequency of the ith DER, and ωn is the
nominal frequency. δωi is the frequency correction term for
the ith DER, and it is defined as follows:

δω̇i (t) = c
∑
j∈Ni

aij
(
P pui (t)− P puj (t− τd)

)
(4)

Here, P pui is the per-unit active power of the ith DER defined
as P pui = Pi

Pmax
i

, where Pi is the active power output, and
Pmaxi is the maximum active power rating of the ith DER.

Remark 1: Mathematically, the control objectives can be
defined as follows:

lim
t→∞

(ωi (t)− ωn) = 0

lim
t→∞

(
V di (t)− Vn

)
= 0

lim
t→∞

P pu1 (t) = lim
t→∞

P pu2 (t) = . . . = lim
t→∞

P puN (t)

lim
t→∞

Qpu1 (t) = lim
t→∞

Qpu2 (t) = . . . = lim
t→∞

QpuN (t)

(5)

A. Stability of Distributed Frequency Control with Time Delay

The proposed distributed frequency control is based on the
following two assumptions:

Assumption 1: The communication graph is balanced.
Assumption 2: There is a proportional relationship between

the per-unit active power output of each DER and the fre-
quency of the voltage at the PCC of the DER. The slope of the
per-unit active power versus the frequency curve is negative.

Assumption 1 is achievable with a careful design of the
sparse communication topology. On the other hand, Assump-
tion 2 is true for most microgrids having a high X

R ratio. Now,
the main result related to the distributed frequency control is
as follows:

Theorem 1: All agents in the system (3) under Assumption 1
and Assumption 2 with the control (4) synchronize to the
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reference frequency, ωn, and the per-unit power output of
each agent will have the same equilibrium even with the
communication delay.

Proof: Rearranging (3) and taking the derivative,

δω̇i (t) = ω̇i (t)− ω̇n
= ω̇i (t) = c

∑
j∈Ni

aij
(
P pui (t)− P puj (t− τd)

)
, (6)

Using assumption 2, (6) can be expressed as:

δω̇i (t) = ck
∑
j∈Ni

aij (ωj (t− τd)− ωi (t))

= ck
∑
j∈Ni

aij (δωj (t− τd)− δωi (t)) ,
(7)

where k ∈ R+. Now, consider following Lyapunov function:

V (t) =
N∑
i=1

(δωi (t))
2
+ ck

N∑
i=1

∑
j∈Ni

∫ t

t−τj
aij (δωj (s))

2
ds

(8)
Observing (8), it can be said that V (t) ≥ 0. Because the com-
munication graph is assumed to be balanced in Assumption 1,
we have:

N∑
i=1

∑
j∈Ni

aij (δωi (t))
2
=

N∑
i=1

∑
j∈Ni

aij (δωj (t))
2 (9)

After some mathematical manipulation and using (9), the time
derivative of V (t) is as follows:

V̇ (t) = −ck
N∑
i=1

∑
j∈Ni

aij (δωi (t)− δωj (t− τj))2 ≤ 0 (10)

So the system (3) is asymptotically stable, and
limt→∞ (ωi (t)− ωn (t)) = 0, and limt→∞ P pui (t) =
limt→∞ P puj (t). This completes the proof. �

B. Stability of Distributed Voltage Control with Time Delay

Assumption 3: There is a proportional relationship between
the per-unit reactive power output of each DER and the d-axis
magnitude of the voltage at the PCC of the DER. The slope
of the per-unit reactive power versus the d − axis voltage
magnitude curve is negative.

Assumption 3 is true for the case where the phase angle of
the DER PCC voltage does not vary with a significant margin
from one DER to another. Now, the stability assessment for
the distributed voltage control is as follows:

Theorem 2: All agents in the system (1) under Assumption
1 and Assumption 3 with the control (2) synchronize to the
reference voltage magnitude, Vn, and the per-unit reactive
power output of each agent will have the same value even
with the communication delay.

Proof: Assuming the voltage difference between the ith

node from the nominal voltage as δVi (t), i.e., δVi (t) =
Vi (t)− Vn, (1) can be rewritten as:

δV 1
i (t)+δV 2

i (t) = V di (t)−Vn = Vi (t)−Vn = δVi (t) (11)

Using Assumption 3 and with some manipulations, (2) can be
written as:

˙δVi
1
=
∑
j∈Ni

aij (δVi (t)− δVj (t− τd))− δVi (t)

˙δVi
2
= bm

∑
j∈Ni

aij (Vj (t− τd)− Vi (t))

= bm
∑
j∈Ni

aij (δVj (t− τd)− δVi (t))

(12)

where m ∈ R+. Now, consider following Lyapunov function:

V (t) =
N∑
i=1

(
δV 1

i (t) + δV 2
i (t)

)2
+ (1 + bm)

N∑
i=1

∑
j∈Ni

∫ t

t−τj
aij (δVj (s))

2
ds

(13)

Observing (13), it can be said that V (t) ≥ 0. Taking the
derivative of both sodes of (13),

V̇ (t) = 2
N∑
i=1

(
δV 1

i (t) + δV 2
i (t)

) (
δV̇ 1

i (t) + δV̇ 2
i (t)

)
+(1 + bm)

N∑
i=1

∑
j∈Ni

aij

(
(δVj (t))

2 − (δVj (t− τd))2
)
(14)

Using (11) in (14),

V̇ (t) = 2

N∑
i=1

δVi (t)
(
δV̇ 1

i (t) + δV̇ 2
i (t)

)
+(1 + bm)

N∑
i=1

∑
j∈Ni

aij

(
(δVj (t))

2 − (δVj (t− τd))2
)
(15)

The relations expressed in (12) can be used in (15) to get the
expression for V̇ (t) as follows:

V̇ (t) =

(1 + bm)
N∑
i=1

∑
j∈Ni

aij

(
2δVi (t) δVj (t− τd)− 2 (δVj (t))

2
)

−2
N∑
i=1

(δVi (t))
2

+(1 + bm)
N∑
i=1

∑
j∈Ni

aij

(
(δVj (t))

2 − (δVj (t− τd))2
)

(16)

Because the communication graph is assumed to be balanced
in Assumption 1, we have:

N∑
i=1

∑
j∈Ni

aij (δVi (t))
2
=

N∑
i=1

∑
j∈Ni

aij (δVj (t))
2 (17)
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Fig. 3. Simulation setup to evaluate the performance of the proposed
distributed controller: (a) modified IEEE 9-bus system, and (b) communication
topology for communication among the DERs.

After some mathematical manipulation and using (17) in (16),
the time derivative of V (t) is as follows:

V̇ (t) = − (1 + bm)

N∑
i=1

∑
j∈Ni

aij (δVi (t)− δVj (t− τj))2

− 2
N∑
i=1

(δVi (t))
2 ≤ 0

(18)

So the system (1) is asymptotically stable, and
limt→∞ (Vi (t)− Vn (t)) = 0, which implies
limt→∞ δV 1

i (t) = 0 and limt→∞ δV 2
i (t) = 0. From

(2), limt→∞Qpui (t) = limt→∞Qpuj (t). This completes the
proof. �

Remark 2: Assumption 3 is a weak assumption: Reactive
power is not only a function of voltage magnitude but also
a function of the phase angle of the PCC voltage. Thus, the
network impedance plays a crucial role in the reactive power
generation from the DER. Hence, Theorem 2 is as good as the
Assumption 3.

IV. SIMULATION RESULTS

The performance of the proposed blockchain-enabled dis-

Fig. 4. Communication interruption for Case #2.

tributed control using the consensus algorithm is verified
in a modified IEEE 9-bus network, converted to an 11-bus
network to accommodate five DERs, as shown in Fig. 3(a). All
DERs are rated at 10 MVA, and they are supposed to evenly
share the active and reactive powers through the consensus
algorithm-based control. The communication topology of the
system is illustrated in Fig. 3(b). Four cases were tested for
the performance evaluation for the system under different
communication conditions, as discussed next.
• Case #1–Baseline: It serves as the baseline, operation

with the proposed distributed controller and no interrup-
tion. To emulate a delay that may be minimal without a
security measure, a universal delay of 0.1 ms is used in
this case: No blockchain-induced delay is applied in this
case.

• Case #2–Communication interruption: In this test case
as shown in Fig. 4, the three communication links con-
necting DER #1, DER #4, and DER #5 are interrupted
at t = 34.5 seconds, making DER #5 islanded, though
it is still physically connected to the grid, and loosening
the connections among the other DERs as well. It is to
investigate the impact of cyberattacks that could disable
a fraction of the communication links, such as a denial-
of-service attack.

• Case #3–Heavy communication delay: A heavy commu-
nication delay is imposed on the communication channels
that emulates a cyberattack attempt to cause a sub-optimal
or detrimental operation. A delay of 1 second is used in
this test case.

• Case #4–Blockchain-protected system: This case emulates
the system whose communication is protected by the
blockchain as proposed in this paper. It is expected that
the system may retain the communications among DERs,
and stay resilient against the cyberattacks emulated in
Case #2 and Case #3, but the security measure would
induce a sizable communication delay with randomness,
as explained in Section II.

For all test cases, a load transient occurs at t = 35 seconds to
evaluate the system performance for the voltage and frequency
regulation and the power rebalancing after the transient.

Fig. 5 shows the simulation results of the four test cases.
From the result of the baseline case and the other cases,
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Fig. 5. Comparison of the system performances of test cases with different communication measures and contingencies: (a) baseline without any communication
delay, interruption, or blockchain; (b) communication interruption at 34.5 seconds isolating DER #5; (c) heavy communication delay of 1 second, and (d)
operation with communication secured by blockchain and therefore the blockchain-induced delay, proposed in this paper. A load transient occurs at 35 seconds.

it is confirmed that the consensus-based controller achieves
the control objectives as described in (5), even under severe
constraints, and communication delays, maintaining stability,
as proved in Section III. Noticeably, Fig. 5(b), for the commu-
nication interruption, implies that a severe cyberattack, e.g.,
a denial-of-service attack, might cause suboptimal operation
of the system, disabling key system functionalities, as well
as longer settling times or undesirable oscillations after a
disturbance due to reduced visibility. From Fig. 5(c), it is clear
that the communication delay would play a critical role in the
control dynamic, and it could be detrimental. The 1-second
delay, blocking the measurement data flow among the DERs,
substantially affect the regulation performance. It also implies
that the proper communication system design would be critical
to guarantee the system performance; the trade-off between the
security measure to protect the system and the resultant delay

or compromise should be properly considered in the design
stage. Finally, Fig. 5(d) demonstrates the performance of the
proposed blockchain-based system. The result shows slighted
compromised regulation performance with an increased set-
tling time and increased system parameter excursions in the
transients; however, importantly, it would survive under severe
cyberattacks avoiding the severe suboptimal operations shown
in the other results.

V. CONCLUSION

A blockchain-enabled, cyber-secure distributed controller
based on the consensus algorithm for voltage and fre-
quency regulation has been proposed in this paper. The HLF
blockchain can provide high security in the DER communica-
tions at the cost of increased latency, inducing a variable delay.
By constructing a suitable Lyapunov function, it was proved
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that the proposed controller can retain stability even under
the communication delay. The consensus-based control can
restore the microgrid voltage and frequency to the respective
nominal values; and, by doing so, it can achieve accurate active
and reactive power sharing. To evaluate its performance and
compare with conventional systems without security measures,
four test cases using MATLAB Simulink have been devel-
oped, including load transients, communication interruptions,
a heavy communication delay, and a blockchain-induced vari-
able delay to emulate the proposed system. Simulation results
imply that the proposed consensus-based control reinforced
by the blockchain can achieve the system-level control objec-
tives, securing high resilience against cyberattacks and thus
preventing system failure or suboptimal operation, which are
simulated in the other test cases.
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